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Abstract

Thi s docunent defines the 608 (Rejected) SIP response code. This
response code enables calling parties to learn their call was
rejected by an internmediary and will not be answered. As a 6xx code,
the caller will be aware that future attenpts to contact the sane UAS
will be likely to fail. The present use case driving the need for
the 608 response code is when the internediary is an anal ytics
engine. In other words, the rejection is by a machine or other
process, as opposed to a human at the target UAS indicating the cal
was not wanted. This docunent al so defines the use of the Call-Info
header in 608 responses to enable rejected callers to contact
entities that blocked their calls in error.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”
This Internet-Draft will expire on January 17, 2019.
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Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.

1. I nt roducti on

The | ETF has been addressi ng numerous issues surroundi ng how to
handl e unwant ed and, depending on the jurisdiction, illegal calls

[ RFC5039] . Technol ogi es such as STIR [ RFC7340] and SHAKEN [ SHAKEN]
address cryptographic signing and attestation, respectively, of
signaling to ensure the integrity and authenticity of the asserted
identity.

Thi s docunent describes a new SIP response code, 608, which all ows
calling parties to learn their call was rejected by an internediary.
As will be described below, we need a distinct indicator to
differentiate between a user rejection and an internediary’s
rejection of a call. 1In many jurisdictions, sone calls, even if
unwant ed by the user, nay not be bl ocked unless there is an explicit
user request. Moreover, users may msidentify the nature of a
caller. For exanple, a legitimte caller may call a user who finds
the call to be unwanted. However, instead of marking the call as
unwant ed, the user may mark the call as illegal. Wth that
information, an anal ytics engine nmay determne that all calls from
t hat source should be bl ocked. However, in many jurisdictions

bl ocking calls fromthat source from other users may not be |egal.
Li kew se, one can envision jurisdictions that allow an operator to
bl ock such calls, but only if there is a renediati on nechanismin

pl ace to address fal se positives.

Today, some call bl ocking services may return responses such as 604
(Does Not Exist Anywhere). This mght be a strategy to attenpt to
get a destination’ s address renoved froma calling database.

However, other network el enents mght interpret this to nmean the user
truly does not exist and result in the user not being able to receive
calls. As well, in many jurisdictions, providing false signaling is
illegal.

The 608 response code addresses this need of addressing falsely

bl ocked calls. Specifically, this code informs the UAC the call was
bl ocked, the call was bl ocked by an internediary, and, to satisfy
some jurisdiction’s requirenments for providing a redress mechani sm
how to contact the operator of the internediary.
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In the call handling ecosystem users can explicitly reject a call or
later mark a call is being unwanted by issuing a 607 SIP response
code (Unwanted) [RFC8197]. Figure 1 shows the operation of the 607
SI P response code. The UAS indicates the call was unwanted. As
RFC8197 explains, not only does the called party desire to reject

that call, they wwsh to let their proxy know they do not ever want to
get calls fromthat source. The proxy may send call information to a
call analytics engine. For various reasons described in RFC3197, if
a network operator receives nmultiple reports of unwanted calls, that
may i ndicate the entity placing the calls is likely to be a source of
unwanted calls for many people. As such, other users of the service
provider’s service may w sh the service provider to automatically
reject calls on their behalf based on that and ot her anal ytics.

Anot her val ue of the 607 rejection is presum ng the proxy forwards
the response code to the UAC, the calling UAC or intervening proxies
know the user is not interested in receiving calls fromthat sender.

S +
| Cal | |
| Anal ytics |
| Engine |
g S +

+--- - +--- - +

+----- + 607 | Called | 607 +----- +

| UAS | <-------- > | Party | <------- > | UAC

+----- + |  Proxy | +----- +
L +

Figure 1. Unwanted (607) Call Flow

For calls rejected with a 607 froma legitimte caller, receiving a
607 response code can informthe caller to stop attenpting to cal
the user. Moreover, if the legitimate caller believes the user is
rejecting their calls in error, they can use other channels to
contact the user. For exanple, if a pharmacy calls a user to |et

t hem know their prescription is available for pickup and the user

m st akenly thinks the call is unwanted and i ssues a 607 response
code, the pharmacy, having an existing relationship with the
custoner, can send the user an email, also noting they m ght consider

not rejecting their calls in the future.
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Hommmo oo + S +
| Called | | Cal | |

+----- + | Party | | Analytics | +----- +
| UAC | | Proxy | | Engine | | UAS |
oot -+ T S e ST + -+t

| INVITE | | |

| - >| INVITE | |

| | > |

I I I I

I I | 607 |

| | |

| | | |

| | Unwanted call | |

| 607 | ----------------- > | |

| <------emioe- | indicator | |

| | |

Figure 2: Unwanted (607) Ladder D agram

However, things get nore conplicated if an internediary, such as a
third-party provider of call managenment services that classify calls

based on the relative likelihood the call is unwanted, mnmisidentifies
the call as unwanted. Figure 3 shows this case. In this situation
it would be beneficial for the caller to be able to | earn who
rejected the call, so they m ght be able to correct the

m si dentification.

In this situation, one mght be tenpted to have the internediary use
the 607 response code. 607 indicates to the caller the subscriber

did not get the call and they do not want the call. However, RFC8197
specifies that one of the uses of 607 is to inform analytics engi nes
that a user (human) has rejected a call. The problemhere is network

el enents downstream fromthe internediary mght interpret the 607 as
a user (human) marking the call as unwanted, as opposed to a
statistical, machine |earning, vulnerable to the base rate fallacy
[BaseRate] algorithmrejecting the call. In other words, those
downstream entities should not be relying on another entity
"deciding’ the call is unwanted. By distinguishing between a (human)
user rejection and an internediary’s statistical rejection, a
downstream network el enent that sees a 607 response code can wei ght
it as a human rejection in its call analytics.
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S RO +
| Cal | |
| Anal ytics |
| Engine |
T g +- -+
n | (likely not SIP)
| v
S SR +- -+
+----- + | Called | 608 +----- +
| UAS | | Party | <------- > | UAC
+----- + |  Proxy | +----- +
R +

Figure 3. Rejected (608) Call Flow

It is useful for blocked callers to have a redress nmechanism One
can imagine that sonme jurisdictions will require it. However, we
must be mndful that nost of the calls that will be blocked will, in
fact, be illegal and eligible for blocking. Thus, providing
alternate contact information for a user would be counterproductive
to protecting that user fromillegal comrunications. This is another
reason we do not propose to sinply allow alternate contact
information in a 607 response nessage.

R pp——— + R +
| Called | | Cal | |

+----- + | Party | | Analytics | +----- +
| UAC | | Proxy | | Engine | | UAS |
+--4- -+ TR RS S T + -4+

| INVITE | | |

| --------a-a- - > | Information from | |

| e > | |

| | INVITE | |

| | Rej ect | |

| 608 | <----------------- | |

| <-----emeeaan-- | cal | | |

| |

Figure 4. Rejected (608) Ladder D agram

As such, we need a nmechanismfor indicating an internmediary rejected
a call while providing contact information for the operator of the
internmediary that provides call rejection services to the called
party, W thout exposing the target user’s contact infornmation.
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2.

3.

Ter m nol ogy
Thi s docunment uses the terns "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and

"OPTI ONAL" as described in BCP14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.

Prot ocol Operation

For clarity, this section uses the term’internediary’ as the entity
that acts as a SIP User Agent Server (UAS) on behalf of the user in
the network, as opposed to the user’s UAS (colloquially, but not
necessarily, their phone). The internediary could be a back-to-back
user agent (B2BUA) or a SIP Proxy.
1. Internediary Qperation

An intermediary MAY issue the 608 code in a failure response for an

I NVI TE, MESSAGE, SUBSCRI BE, or other out-of-dialog SIP [ RFC3261]
request to indicate that an internediary rejected the offered

comuni cation as unwanted by the user. An internmediary MAY issue the
608 as the value of the "cause" paraneter of a SIP reason-value in a
Reason header field [ RFC3326].

Unl ess there are indicators the calling party will use the contents
of the Call-Info header for malicious purposes (see Section 6), if an
internediary i ssues a 608 code, the internmediary MJUST include a Call -
Info header in the response.

If there is a Call-Info header, it MJST have the ’'purpose’ paraneter
of "card’. The value of the Call-Info header MJUST refer to a valid
vCard [ RFC6350] object.

The vCard referenced in the Call-Info header MJUST include at |east
one of the URL, EMAIL, TEL, or ADR properties. UACs supporting this
specification MJST be prepared to receive a full vCard. Cal
originators (at the UAC) can use the information returned by the
vCard to contact the internediary that rejected the call to appea
the intermediary’s future blocking of the call attenpt. What the
internediary does if the blocked caller contacts the internediary is
out si de the scope of this docunent.

Proxies need to be mndful that a downstreaminternedi ary may reject
the attenpt with a 608 while other paths may still be in progress.

In this situation, the requirenments stated in Section 16.7 of RFC3261
[ RFC3261] apply. Specifically, the proxy should cancel pending
transactions and nust not create any new branches. Note this is not
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a new requirement but sinply pointing out the existing 6xx protocol
mechani sm

3.2. UAC Operation

A UAC conformng to this specification MIST include the sip.608
feature capability tag in the INVITE request.

In any event, upon receiving a 608 response, UACs performnormal SIP
processi ng for 6xx responses.

3.3. Legacy Interoperation

If the UAC i ndi cates support for 608 and the internediary issues a
608, life is good as the UAC will receive all the information it
needs to renedi ate an erroneous bl ock by an internediary. However,
what if the UAC does not understand 608? Besides a UAC predating
this specification, the could occur for callers fromthe |egacy, non-
SIP public switched network connecting to the SIP network via a nedi a
gat eway.

We address this situation by having the cl osest conform ng network

el ement (proxy or B2BUA) play an announcenent in the nedia. See
Section 3.4 for requirenents on the announcenent. The sinple rule is
a network elenent that inserts the sip.608 feature capability MJST be
able to convey at a m ninmumwhomto contact, ideally how to contact,
the operator of the internmediary that rejected the call attenpt.

The degenerate case is the internediary is the only el enent that

under stands the semantics of the 608 result code. Obviously, any SIP
device will understand that a 608 result code is a 6xx error.

However, there are no other elenents in the call path that understand

t he neaning of the value of the Call-Info header. The internediary
knows this is the case as the INVITE request will not have the
Si p. 608 feature capability. |In this case, one can consider the

internmediary to be the elenent 'inserting’ a virtual sip.608 feature
capability. As such, the intermediary MJST play the announcenent,
with the caveats described in Section 3.4 and Section 6.

Now we take the case where a network el enent that understands the 608
result code receives an INVITE for further processing. A network

el ement conformng with this specification MIUST insert the sip.608
feature capability, per the behaviors described in Section 4.2 of

[ RFC6809]. This information will be in the vCard referenced by the
Call -1 nfo header in the 608 response nessage. Note this

speci fication does not specify the mechanismfor such notification to
the UAC (see Section 3.4).
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Do note that even if a network el enment plays an announcenent

descri bing the contents of the 608 result nessage, the network

el ement MUST also ultimately send the 608 result code nessage as the
final response to the INVITE

One aspect of using a feature capability is only the network el enents
that will consune (UAC) or play an announcenent (nedi a gateway, SBC
or proxy) need understand the sip.608 feature capability. All other
(existing) infrastructure can remain w thout nodification, assum ng
they are conformant to Section 16.6 of [RFC3261], specifically they

W || pass headers such as "Feature-Capability: sip.608" unnodifi ed.

3.4. Announcenent Requirenents

There are a few requirenents on the elenent that will be doing the
announcenent for |egacy interoperation.

As noted above, the elenment that inserts the sip.608 feature
capability is responsible for conveying the information referenced by
the Call-Info header in the 608 response nessage. However, this
speci fication does not nandate the nodality for conveying that

i nformati on.

Let us take the case where a tel econmunications service provider

controls the elenment inserting the sip.608 feature capability. It
woul d be reasonable to expect the service provider would play an
actual announcenent in the nedia path towards the UAC (caller). It

is inmportant to note that the network el ement should be m ndful of
the nmedia type requested by the UAC as it fornul ates the
announcenent. For exanple, it would nake sense for an | NVITE t hat
only indicated audio codecs in the SDP [ RFC4566] to result in an
audi o announcenment. However, if the INVITE only indicated a real -
time text codec, for exanple, the network el ement SHOULD send the
information in a text format, not an audio format.

It is also possible for the network elenent inserting the sip.608
feature capability to be under the control of the sane entity that
controls the UAC. For exanple, a large call center m ght have | egacy
UACs, but have a nodern out bound calling proxy that understands the
full semantics of the 608 result code. |In this case, it is enough
for the outbound calling proxy to digest the Call-Info information
and handle the information digitally, rather than ’'transcoding’ the
Call-Info information for presentation to the caller.
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4.

Exanpl e
G ven an INVITE (shanel essly taken from [ SHAKEN] :

I NVI TE si p: +12155551213@el . exanpl el. net SIP/ 2.0

Max- Forwar ds: 69

Contact: <sip:+12155551212@9. 241. 19. 12: 50207; ri nst ance=9da3088f 36cc>

To: <sip:+12155551213@ el . exanpl el. net >

From "Alice" <sip:+12155551212@ el . exanpl e2. net>; tag=614bdb40

Cal |l -1D: 79048YzkxNDASNTI 1Mz AOOWFj OTFk Ml ODhi NTI 20MQLZTI

P- Asserted-ldentity: "Alice"<sip:+12155551212@ el . exanpl e2. net >,
<tel:+12155551212>

CSeq: 2 INVITE

Al l ow. SUBSCRI BE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, | NFO
MESSAGE, OPTI ONS

Cont ent - Type: application/sdp

Date: Tue, 16 Aug 2016 19:23:38 GMI

ldentity:

eyJhbGci G JFUzI INi | sl nR5¢Cl 61 nBhc3Nwbh3J01 i wi cHBOI j oi c2hha2Vul i wi eDV1

j oi aHROcDovL2N cnQ YXVO0aCowbh2Muc3l zLm\vbWAhc3QubnivVOL2V4AYWLwbh GUuY2VydC

J9eyJhdHRI ¢3Q O JBIiw ZGvzdCl 6eyJ0bi | 61 i sxM ELINTULMII xMyJOLCIpYXQ G |

XNDcxMzc1INDE4I i wi b3JpZyl 6eyJ0bi | 640CdKzEy MTULNTUXM Eyl nOsl nByaWdpZCl 6

I j EyM2UONTY3LWJAOW t MTIKMy LhNDU2LTQY N YINTQOMDAWMCI9. 28k AwWRWhheXy A6n

Y4AM/mK5JKHZHOhSYKW 4g75mq9Tj 21 WAWPOPI vudoGaj 7wivbXuj ZUTb_3MAdnodoDt C

A;info=<http://cert.exanpl e2. net/exanpl e. cert>; al g=ES256

Content - Lengt h: 153

v=0

0=- 13103070023943130 1 IN IP4 192.0.2.177
c=INI1P4 192.0.2.177

t=0 0

mFaudi o 54242 RTP/ AVP 0O

a=sendr ecv

An internmediary could reply:

SIP/2.0 608 Rejected

Via: SIP/2.0/UDP 192.0.2.177:60012; branch=z9hG4bK- 524287- 1

From "Alice" <sip:+12155551212@ el . exanpl e2. net>; tag=614bdb40

To: <sip:+12155551213@ el . exanpl el. net >

Cal I -1 D 79048YzkxNDASNTI 1Mz AOOWF] OTFKkMtFI CDhi NTI 20WQLZTI

CSeq: 2 INVITE

Call -Info: <https://Dblocker.exanpl e. net/conpl ai nts. vcf>; purpose=card

A mnimal vCard, in this exanple at https://bl ocker. exanpl e.net/
conpl ai nts.vcf, could contain:
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BEGQ N: VCARD

VERSION: 4. 0

FN: Robocal | Adj udi cati on

EMAI L; TYPE=wor k: bi t bucket @l ocker. exanpl e. net
END: VCARD

For an internediary that provides a Wb site for adjudication, the
vCard coul d contai n:

BEG N: VCARD

VERSI ON: 4. 0

FN: Robocal | Adj udi cati on

URL; TYPE=wor k: ht t ps: // bl ocker. exanpl e. net/ adj udi cati on-form
END: VCARD

For an intermediary that provides a tel ephone nunber and a postal
address, the vCard could contain:

BEG N:. VCARD

VERSI ON: 4. 0

FN: Robocal | Adj udi cati on

ADR; TYPE=wor k; Argurmrent Clinic; 12 Main St; Anyt own; AP; 000000; Sonewher e
TEL; VALUE=uri ; TYPE=wor k: t el : +1- 555- 555- 1212

END: VCARD

Note that it is up to the receiver to decide which nodality, if any,
it wll use.

Figure 5 depicts a call flowillustrating | egacy interoperability.

In this non-nornative exanple, we see a UAC that does not support the
full semantics for 608. However, there is an SBC that does support
608. Per RFC6809 [ RFC6809], the SBC can insert "sip.608" into the
Feat ure- Caps header for the INVITE. Wen the internediary, |abeled
"Called Party Proxy" in the figure, rejects the call, it knows it can
sinply performthe processing described in this docunent. Since the
internmediary saw the sip. 608 feature capability, it knows it does not
need to send any nedi a descri bing whomto contact in the event of an
erroneous rejection.
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S +
| Call |
| Anal yti cs]
| Engine |
e
~
| vV
S
| Called | +----- + +----- + +-- -+ +--- - + +---+
| Party | <---+Proxy| <---+Proxy| <---+4SBC| <---+Proxy| <---+UAC
| Proxy | +----- + +----- + +---+ +----- + +---+
I + | |
| | I NVI TE |
| INVITE | <---------mmmmmmmm - |
| <---mmmmme e | |
| Feat ure- Caps: sip. 608 | |
| | |
| 608 Rejected | |
[----- e >| 183 |
| Call-Info: <...> I >|
| [path for Call-Info elided | SDP for nedia |
| for illustration purposes] | |
| | === Announcenent ===>|
| | |
| | 608 |
N R b >|
| |

| Call-Info: <...>

Figure 5: Legacy Operation

When the SBC receives the 608 result code, it correlates that with
the original INVITE fromthe UAC. The SBC renenbers that it inserted
the sip.608 feature capability, which nmeans it is responsible for
sonehow alerting the UAC the call failed and whomto contact. At
this point the SBC can play a pronpt, either natively or through a
mechani sm such as NETANN [ RFC4240], that sends the rel evant
information in the appropriate nedia to the UAC. Note the SBC al so
still sends the full 608 response code, including the Call-Info
header, towards the UAC

5. | ANA Consi derations
5.1. SIP Response Code

Thi s docunent registers a new SIP response code, 608. Pl ease
regi ster the response code in the "Response Codes" subregistry of the
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"Session Initiation Protocol (SIP) Paraneters" registry at
<htt p://wwv. i ana. or g/ assi gnnent s/ si p- par anmet er s>.

Response code: 608
Description: Rejected
Ref erence: [ RFCXXXX]
5.2. SIP dobal Feature-Capability Indicator

Thi s docunent defines the feature capability sip.608 in the "SIP
Feature-Capability Indicator Registration Tree" registry defined in
[ RFC6809] .

Nane: sip.608

Description: This feature capability indicator, when included in a
Feat ure- Caps header field of an INVITE request, indicates that the
entity that inserted the sip.608 Feature-Caps value will be
responsi ble for indicating to the caller any information contained in
the 608 SIP response code, specifically the value referenced by the
Cal |l -1 nfo header.

Ref erence: [ RFCXXXX]
6. Security Considerations

I ntermedi ary operators need to be m ndful of whomthey are sending
the 608 response to. There is a risk that a truly malicious caller
is being rejected. This raises two issues. The first is the caller,
being alerted their call is being automatically rejected, may change
their call behavior to defeat call blocking systens. The second, and
nore significant risk, is that by providing a contact nodality in the
Call-Info field, the internediary nmay be giving the nmalicious caller
a vector for attack. In other words, the internediary wll be
publ i shing an address that a malicious actor may use to | aunch an
attack on the internmediary. Because of this, internmediary operators
may Wi sh to configure their response to only include a Call-Info
field for INVITE or other initiating nethods that are signed and pass
val idation by STIR [ RFC8224].

Another risk is for an attacker to purposely not include the sip.608
feature capability in a flood of INVITE requests, direct those
requests to statel ess proxies, and direct the Contact header to a

vi cti mdevice. Because the nechani sm described here can result in an
audio file being sent to the target of the Contact header, an
attacker could use the nechani sm descri bed by this docunent as an

Bur ger Expi res January 17, 2019 [ Page 12]



I nternet-Draft Status Rej ected July 2018

8.
8.

anplification attack, given a SIP INVITE can be under 1 kil obyte, and
an audio file can be hundreds of kil obytes. One renediation for this
is for devices that insert a sip.608 feature capability only transmt
nedia to what is highly Iikely to be the actual source of the cal
attenpt. A nethod for this is to only play nedia in response to an
INVITE that is signed and passed validation by STIR [ RFC8224].
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