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Abstract

The purpose of this docunent is to to provide guidance in the use of
RPL to provide the features required in building or hone
environnents, two application spaces which share a substantial nunber
of requirenents. Note that this docunent refers to a specific
revision of the RPL draft, and thus, a new revision of the RPL draft
will likely necessitate a new revision of this docunent.

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 30, 2012.
Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The purpose of this docunment is to to provide guidance in the use of
RPL [ RPL-15] to provide the features required both by [HOVE-REQ and
by [BU LDING REQ , as these two application spaces share a
substanti al nunber of requirenents. Note that this docunent refers
to a specific revision of the RPL draft, and thus, a new revision of
the RPL draft will |ikely necessitate a new revision of this
docunment. RPL provides multipoint-to-point (MP2P) paths from sensors
to a sink, along a DAG an advanced tree structure for organising
network nodes in a | oop-free topol ogy with backup routes and
potential support for policy-based routing. The root of the DAGis

t he sink, and sensors discover and nmaintain the DAG via the

di ssem nation of DIO signaling, initiated by the root. Conversely,
RPL provides point-to-nultippoint (P2MP) paths fromthe root to nodes
al ong the sane DAG. RPL al so provide point-to-point (P2P) paths from
node to node, through the first ancestor along the DAG that is
common to both source and destination nodes. Such paths are

di scovered and mai ntained via DAO signaling, initiated by the
destinati on node.

2. Pr obl em St at enent

Several features required by [ HOVE-REQ and by [ BU LDI NG REQ
chal | enge the P2P paths provided by RPL [RPL-15]. This section
reviews these challenges. In sone cases, a sensor nay need to
spontaneously initiate the discovery and mainten of a path towards a
desired destination that is neither the root of a DAG nor a
destination originating DAO signaling. This feature is absent from
the RPL for now. Furthernore, provided P2P paths are not
satisfactory in sonme cases because they involve too many internedi ate
sensors before reaching destination, which nay be an issue in terns
of energy or delay constraints. RPL does not provide a nechani smfor
di scovering and maintaining nore efficient alternative P2P paths when
they are available. These deficiencies call for the specification,
within RPL, of conplenentary mechani snms which will help alleviate the
chal | enges descri bed bel ow.

2.1. Risk of undesired | ong P2P routes

The DAG being a tree structure is fornmed froma root. If nodes
residing in different branches have a need for conmunicating
internally, DAG nechanisns provided in RPL [RPL-15] wi || propagate
traffic towards the root, potentially all the way to the root, and
down al ong anot her branch. In a typical exanple two nodes coul d
reach each other via just two router nodes but in unfortunate cases,
RPL [ RPL-15] may send traffic three hops up and three hops down
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again. This leads to several undesired phenonena described in the
foll ow ng sections

2.1.1. Traffic concentration at the root

If many P2P data fl ows have to nove up towards the root to get down
again in another branch there is an increased risk of congestion the
nearer to the root of the DAG the data flows. Due to the broadcast
nature of RF systens any child node of the root is not just directing
RF power downwards its subtree but just as much upwards towards the
root; potentially jamm ng other MP2P traffic | eaving the tree or
preventing the root of the DAG from sending P2MP traffic into the DAG
because the listen-before-talk Iink-1ayer protection kicks in.

2.1.2. Excessive battery consunption in source nodes

Batt ery- powered nodes originating P2P traffic depend on the route

l ength. Long routes cause source nodes to stay awake for | onger
periods before returning to sleep. Thus, a longer route transl ates
proportionally (nore or less) into higher battery consunption.

2.2. Risk of delayed route repair

The RPL DAG nechani sm uses DI O and DAO nessages to nonitor the health
of the DAG In rare occasions, changed radio conditions may render
routes unusable just after a destination node has returned a DAO
indicating that the destination is reachable. G ven enough tine, the
next Trickle timer-controlled DI ODAO update will eventually repair
the broken routes. |In a worst-case event this is however too | ate.
In an apparently stable DAG Trickle-timer dynam cs may reduce the
update rate to a few tinmes every hour. |[If a user issues an actuator
command, e.g. light onin the tine interval between the | ast DAO
nmessage was issued the destination nodule and the time one of the
parents sends the next DI O the destination cannot be reached.
Nothing in RPL [ RPL-15] kicks in to restore connectivity in a
reactive fashion. The consequence is a broken service in hone and
bui | di ng appli cati ons.

2.2. 1. Br oken service

Experience fromthe telecomindustry shows that if the voice del ay
exceeds 250ns users start getting confused, frustrated andor annoyed.
In the same way, if the light does not turn on within the sanme period
of time, a hone control user will activate the controls again,
causi ng a sequence of commands such as Light{on,off,off,on,off,..} or
Vol unme{up, up, up, up, up, ...} Wiether the outcone is nothing or sone
uni nt ended response this is unacceptable. A controlling system nust
be able to restore connectivity to recover fromthe error situation.
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Waiting for an unknown period of tine is not an option. Wile this
issue was identified during the P2P analysis it applies just as well
to application scenarios where an |IP application outside the LLN
controls actuators, lights, etc.

3. | ANA Consi der ati ons

Thi s document has no actions for | ANA.

4. Security Considerations

Thi s docunent does not have to any security considerations.

5. I nformati ve References

[ HOVE- REQ)
Brandt, A, Buron, J., and G Porcu, "Hone Autonmation
Routi ng Requirenents in Low Power and Lossy Networks"”
RFC5826 .

[ BUI LDI NG REQ|
Martocci, J., De MI, P., Verneylen, W, and N. R ou,
"Bui | di ng Automation Routing Requirenents in Low Power and
Lossy Networks", RFC5867 .

[ RPL- 15] Wnter, T. and P. Thubert, "RPL: |Pv6 Routing Protocol for
Low power and Lossy Networks", draft-ietf-roll-rpl-15,
2010.
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