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Abstract

Thi s docunent describes extensions to the Bidirectional Forwarding
Detection (BFD) protocol to nmeasure BFD stability. Specifically, it
descri bes a nmechani smfor detection of BFD frane | oss.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in <xref

target =" RFC2119" >RFC 2119</ xr ef >.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Cctober 25, 2015.
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. | ntroducti on

The Bidirectional Forwarding Detection (BFD) protocol operates by
transmtting and receiving control frames, generally at high
frequency, over the datapath being nonitored. 1In order to prevent
significant data |loss due to a datapath failure, the tol erance for

| ost or delayed frames (the Detection Tine as described in RFC 5880)
is set to the smallest feasible val ue.

Thi s docunent proposes a nechanismto detect lost franes in a BFD
session in addition to the datapath fault detection nechani sns of

BFD. Such a nechani sm presents significant value with the ability to
nmeasure the stability of BFD sessions and provides data to the
operators.

2. BFD Nul | - Aut henti cation TLV

The functionality proposed for BFD stability neasurenent is achieved
by appendi ng the Null-Authentication TLV to the BFD control frane.

The Nul | - Aut hentication TLV (called O-Auth in this docunent) extends
t he exi sting BFD Authentication TLV structure by addi ng a new Aut h-
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Type of <l ANA Assigned>. This TLV carries the Sequence Nunber for
frame | oss nmeasurenent.

0 1 2 3
01234567890123456789012345678901
T i i S i Tt St NI S R S o i ot e TR S e e R i i S
| Aut h Type | Aut h Len | Auth Key ID | Reser ved |
B T e e e S e i s ST o s s sl it S S S
| Sequence Nunber |
I ik aie: ST S S I I i o ST I I I I il sl e S
| Reserved for Future |
T i i S i Tt St NI S R S o i ot e TR S e e R i i S
| Reserved for Future |
B T e e e S e i s ST o s s sl it S S S

wher e:

Auth Type: The Authentication Type, which in this case is <l ANA
assigned> (Nul|l Authentication).

Auth Len: The length of the Authentication Section, in bytes. Set to
12.

Auth Key ID: The Authentication Key IDin use for this packet. This
MUST be set to zero on transmt, and ignored on receipt.

Reserved: This byte MJUST be set to zero on transnit, and ignored on
receipt.

Reserved for Future: For future extensions. MJUST be set to O if not
used.

Sequence Nunber: This indicates the sequence nunber for this packet
and MUST be present in every 0-Auth TLV. This value is increnented
by 1 for every frane transmtted while the session state is UP. A
value of 0 indicates a request by sender to reset the sequence nunber
correlation logic at the receiver. The first frame transmtted by

t he sender MAY set this field to O.

3. Theory of Operations
Thi s mechani sm all ows operator to neasure the |oss of BFD CC franes.
Thi s measurenent counts the nunber of BFD control frames m ssed at
the receiver due to a transient change in the network such as

congestion. Frane-loss is detected by conparing the Sequence Nunber
field in the O-Auth TLV in successive BFD CC franmes. The Sequence
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Nunber in each successive control frame generated on a BFD session by
the transmtter is increnented by one.

The first BFD Loss-Delay TLV processed by the receiver that has a

non-zero sequence nunber is used for bootstrapping the logic. Each

successive frame after this is expected to have a Sequence Nunber

that is one greater than the Sequence Number in the previous frane.
4. | ANA Requirenents

| ANA is requested to assign new Aut h-Type for the Null-Authentication
TLV for BFD Stability Measurenent. The follow ng nunber is
suggest ed.
Val ue Meani ng
6 Nul | - Aut hentication TLV
5. Security Consideration
Since this nethod uses an authentication TLV to achive the
functionality, usage of this TLV will prevent the use of other
aut henti cation TLVs.
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