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Abstract

The set of DNS requests that an individual nakes can provide a
nmonitor wwth a | arge anount of information about that individual.
DNS Private Exchange (DPRIVE) ains to deprive this actor of this
information. This docunent describes nethods for nmeasuring the
performance of DNS privacy nechanisns, particularly it provides
met hods for neasuring effectiveness in the face of pervasive
nmonitoring as defined in RFC7258. The docunent includes exanple
eval uati ons for conmon use cases.
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1. Mbti vati on

One of the IETF s core views is that protocols should be designed to
enabl e security and privacy while online [RFC3552]. In light of the
recent reported pervasive nonitoring efforts, another goal is to
desi gn protocols and nechani sns to nmake such nonitoring expensive or

i nfeasible to conduct. As detailed in the DPRIVE probl em st atenent
[dprive-problenj, DNS resolution is an inportant arena for pervasive
nmonitoring, and in some cases may be used for breaching the privacy
of individuals. The set of DNS requests that an individual nakes can

provi de a | arge anmount of information about that individual. Not
only individual requesters reveal information with their sets of DNS
gqueries. In sone specific use cases, the sets of DNS requests froma

DNS recursive resolver or other entity may al so provide revealing
information. This docunent describes nethods for nmeasuring the
performance of DNS privacy nechanisns; in particular, it provides
net hods for measuring effectiveness in the face of pervasive
monitoring as defined in [ RFC7258]. The docunent includes exanpl e
eval uati ons for conmon use cases.
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The privacy risks associated with DNS nonitoring are not new, however
they were brought into a greater visibility by the issue described in
[ RFC7258]. The DPRI VE working group was fornmed to respond and at
this time has several DNS private exchange nechani sns in
consideration, including [dns-over-tls], [confidential-dns],

[ phb-dnse], and [privatedns]. There is also related work in other
wor ki ng groups, including DNSOP: [gname-m ni m sation] and
(potentially) DANE [ipseca]. The recently published [ RFC7435] al so
has rel evance to DNS private exchange.

Each effort related to DNS privacy nechani sns asserts sone privacy
assurances and operational relevance. Metrics for these privacy
assurances are needed and are in reach based on existing techniques
fromthe general field of privacy engineering. Systematic evaluation
of DNS privacy mechani sns will enhance the |ikely operational

ef fecti veness of DNS private exchange.

Eval uating an individual mechanismfor DNS privacy coul d be
acconplished on a one-off basis, presumably as Privacy Consi derations
wi thin each specification, but this will not address as nuch

vari ation of operational contexts nor will it cover using multiple
nmechani sms together (in composition). Section 2 of [RFC6973]

di scussed both benefits and risks of using nultiple nechanisns.

Definitions required for evaluating the privacy of stand-al one and
conposed design are not limted to privacy notions, but also need to
i nclude the risk nodel and sone information about relationships anong
the entities in a given system A nmechanismfor providing privacy to
w t hstand the power and capabilities of a passive pervasive nonitor
may not withstand a nore powerful actor using active nonitoring by
plugging itself into the path of individuals’ DNS requests as a

forwarder . Having sone standard nodels, and understandi ng how
applicable they are to various designs is a part of evaluating the
privacy.

Sections 2 and 3 present privacy term nology and sone assunpti ons.
Sections 4 and 5 cover the system nodel or setup and the risk nodels
of interest. In Section 6, we review a |ist of DNS privacy

mechani snms, i ncluding some which are not in scope of the DPRIVE
wor ki ng group. Section 7 tackles how to eval uate privacy mechani sms,
in the formof tenplates and outcones. G ven a specific risk nodel

t he guarantees with respect to privacy of an individual or an item of
interest are quantifi ed.
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2.

1.

Privacy Eval uation Definitions

This section provides definitions to be used for privacy eval uation
of DNS. [RFC6973] is the verbatimsource of nost of the definitions.
Text is added to apply themto the DNS case. W follow the [ RFC6973]
in classifying the terns. W have added a new section of terns to

i nclude several inportant practical or conventional terns that were
not included in [ RFC6973] such as PIl. For the terns from|[RFC6973],
we include their definitions rather than sinply referencing them as
an aid to readability.

Entities

o Attacker: An entity that works agai nst one or nore privacy
protection goals. Unlike observers, attackers’ behavior is
unaut horized, in a way simlar to that of an eavesdropper.

o Eavesdropper: A type of attacker that passively observes an
initiator’s comruni cations without the initiator’s know edge or
authorization. This may include a passive pervasive nonitor,
defi ned bel ow.

o Enabler: A protocol entity that facilitates conmunicati on between
an initiator and a recipient without being directly in the
communi cations path. DNS exanples of an enabler in this sense
include a recursive resolver, a proxy, or a forwarder.

o Individual: A human being (or a group of then

o Initiator: A protocol entity that initiates conmunications with a
reci pi ent.

o Internediary: A protocol entity that sits between the initiator
(stub resolver) and the recipient (recursive resolver or authority
resolver) and is necessary for the initiator and recipient to
communi cate. Unlike an eavesdropper, an internediary is an entity
that is part of the communication architecture and therefore at
| east tacitly authorized.

o Observer: An entity that is able to observe and coll ect
informati on from comuni cations, potentially posing privacy risks,
dependi ng on the context. As defined in this docunent,
initiators, recipients, internediaries, and enablers can all be
observers. (Observers are distinguished from eavesdroppers by
being at least tacitly authorized.

o W note that while the definition of an observer may include an
initiator in the risk nodel, an initiator of a request is excluded
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in the context of this docunent, because it corresponds to the
subject of interest being studied. Simlar to the definition in
[ RFC7258], we note that an attacker is broader than an observer.
Wil e [ RFC7258] claimthat an attack does not consider the notive
of the actor, the given context of DNS inplies a notive if the
termattacker is used to characterize the risk

2.2. Data and Analysis

We assune the following definitions related to data and anal ysis from
[ RFC4949] . attacker, correlation, fingerprint, fingerprinting, item
of interest (1), personal data, interaction, traffic analysis,
undetectability, and unlinkability. W augnment sonme of those
definitions later in this docunent.

from|[RFC4949], we relax the definition of 1O to exclude "the fact
that a comruni cation interaction has taken place" as this does not
suite the eval uated context of DNS.

2.3. ldentifiability

We assume the following definitions related to identifiability from
[ RFC4949] : anonymty, anonymity set, anonynous, attribute, identity
provi der, personal nanme, and relying party.

The follow ng definitions are nodified for the context of this
docunent from those defined in [ RFC4949]

o ldentifiability: The extent to which an individual is
identifiable. [RFC6973] has the rest of the variations on this
(ldentifiable, lIdentification, ldentified, lIdentifier, ldentity,
Identity Confidentiality)

o Personal Name: A natural name for an individual. Personal nanes
are often not unique and often conprise given nanmes in conbination
with a famly nanme. An individual may have nmultiple persona
nanes at any tinme and over a lifetine, including official nanes.
From a technol ogi cal perspective, it cannot always be determ ned
whet her a given reference to an individual is, or is based upon,
t he individual’s personal nane(s) (see Pseudonyn). NOTE: The
reason to inport this definition is that sone query nanes that
cause privacy | eakage do so by enbeddi ng personal nanes as
identifiers of host or other equipnent, e.g.

Al | i sonManki nMac. exanpl e. com

o Pseudonymty: See the formal definition in the next section in
lieu of [RFC6973].
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NOTE: ldentifiability Definitions in [RFC6973] al so include sone
material not included here because the distinctions are not major for
DNS Private Exchange, such as real and official nanes, and vari ant
forms of Pseudonymty in its informal definition.

2. 4. O her Central Definitions and Formali zati ons

Central to the presentation of this docunment is the definition of
personal ly identifiable information (PIl1), as well as other
definitions that supplenent the definitions listed earlier or nodify
themfor the context of this docunent. 1In this section, we outline
such definitions we further notes on their indications.

o0 Personally ldentifiable Information (PI1): Information
(attributes) that can be used as is, or along with other side
information, to identify, l|ocate, and/or contact a single
i ndi vidual or subject (c.f. itemof interest).

NOTE: the definition above indicates that PIl can be used on its own
or in context. In DNS privacy, the itens wthout additional context

i nclude I P(v4 or v6) address, gnane, qtype, timngs of queries, etc.
The additional context includes organization-|level attributes, such
as a network prefix that can be associated with an organi zati on. The
definition of PIl is conplenentary to the definition of itens of

i nterest.

0 Subject: This termis useful as a parallel termto Individual.
When the privacy of a group or an organi zation is of interest, we
can reference the group or organi zati on as Subject rather than
I ndi vi dual .

Oten it is desirable to reference alternative identifiers known as
pseudonyns. A pseudonymis a name assumed by an individual in sone
context, unrelated to the names or identifiers known by others in

t hat context.

o Pseudonym ty/Pseudonym a relaxation of the definition of
anonymty for usability. |In particular, pseudonymty is an
anonynmity feature obtained by using a pseudonym an identifier
that is used for establishing a |ong rel ati onship between two
entities.

As an exanple, in the DNS context, a randomy generated pseudonym
m ght identify a set of query data with a shared context, such as
geographic origin. Such pseudonymty enabl es another entity
interested in breaching the privacy to link nultiple queries on a
| ong-term basis. Pseudonyns are assuned |long-lived and their
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uni queness may be a goal. There are many findings that indicate that
pseudonymty i s weaker than anonymty.

0 Unlinkability: Formally, two itens of interest are said to be
unlinkable if the certainty of an actor concerning those itens of
interest is not affected by observing the system This is,
unlinkability inplies that the a-posteriori probability conputed a
nonitor that two itens of interest are related is close enough to
the a-priori probability conmputed by a nonitor based on his
knowl edge.

Two itens of interest are said to be unlinkable if there is a snal
(beta, close to 0) probability that the nonitor identifies them as
associ ated, and they are linkable if there is a sufficiently |arge
probability (referred to as al pha).

Informally, given two itens of interest (user attributes, DNS
queries, users, etc.), unlinkability is defined as the inability of
the nonitor to sufficiently determ ne whether those itens are rel ated
to one another. In the context of DNS, this refers typically but not
only to a nonitor relating queries to the same individual.

0 Undetectability: a stronger definition of privacy, where an item
of interest is said to be undetectable if the nonitor is not
sufficiently able to know or tell whether the itemexists or not.

Note that undetectability inplies unlinkability. As explained bel ow,
a way of ensuring undetectability is to use encryption secure under
known ci phertext attacks, or random zed encrypti on.

0 Unobservability: a stronger definition of privacy that requires
satisfying both undetectability and anonymty. Unobservability
nmeans that an itemof interest is undetectable by any uninvol ved
i ndi vi dual , nonitor or not.

In theory, there are many ways of ensuring unobservability by
fulfilling both requirenents. For exanple, undetectability requires
that no party uninvolved in the resolution of a DNS query shall know
that query has existed or not. A nechanismto ensure this function
is encryption secure under known ci phertext attacks, or random zed
encryption for all other than stub, and pseudonyns for the stub
resolver. An alternative mechanismto provide the anonymty property
woul d be the use of m x networks for routing DNS queri es.
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3. Assunptions about Quantification of Privacy

The quantification of privacy is connected with the privacy goals.
Is the desired privacy property unlinkability only, or is it
undetectability. |Is pseudonymty a sufficient property? Paraneters
and entire privacy nmechani smchoices are affected by the choice of
privacy goal s.

Wiile a binary neasure of privacy is sonetinmes possible, that is,
being able to say that the transaction is anonynous, in this
docunent, we assune that the binary is not frequently obtainable, and
therefore we focus on nmethods for continuous quantification. Both
are relevant to DNS Private Exchange. Another way to state this is
that the quantification could be exactly the probabilities 1 and O,
corresponding to the binary, but the nmethods prefer to provide

conti nuous val ues i nstead.

Here is an exanple of continuous quantification, related to
identifiability of an individual or itemof interest based on
observi ng queri es.

o For an individual A and a set of observations by a nonitor, Y =
[yvl, y2, ... yn], we define the privacy of A as the uncertainty of
the nonitor of knowing that Ais itself anong nmany ot hers under
t he observations Y; that is, we define Privacy =1 - P[A]| Y]

o For an itemof interest r associated with a user A, we simlarly
define the privacy of r as Privacy =1 - P[r | Y].

4. System Mde

A DNS client (a DNS stub resolver) may resolve a domain nanme or
address into the correspondi ng DNS record by contacting the
authoritative nane server responsible for that donain nane (or
address) directly. However, to inprove the operation of DNS

resol ution, and reduce the round trip tine required for resol ving an
address, both caching and recursive resolution are inplenented.
Caching is inplemented at an internediary between the stub and the
authoritative nane server. |In practice, many caching servers al so

i mpl enment the recursive logic of DNS resolution for finding the nane
server authoritative for a donmain, and are thus nanmed DNS recursive
resolvers. Another type of entity, forwarders (or proxies) are

i nternedi ari es between the three nanmed here. The system nodel for
DNS privacy evaluation includes the four entities quickly sketched
here: stub resolvers, recursive resolvers, authoritative nanme
servers, and forwarders.
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4.1. DNS Resolvers (System Mdel)

o Stub resolver (S): a mniml resolver that does not support
referral, and del egates recursive resolution to a recursive
resolver. A stub resolver is a consuner of recursive resolutions.
Per the term nol ogy of [RFC6973], a stub resolver is an Initiator.

0 Recursive resolver (R): a resolver that inplenents the recursive
function of DNS resolution on behalf of a stub resolver. Per the
term nol ogy of [RFC6973], a recursive resolver is an Enabler.

0 Authoritative resolver (A): is a server that is the origin of a
DNS record. A recursive resolver queries the authoritative
resolver to resolve a domain nane or address. Per the term nol ogy
of [ RFC6973], the authoritative nane server is also an Enabler.

o Forwarder/proxy (P): between the stub resolver and the
authoritative resolver there may be nore than one DNS-invol ved
entity. These are systens |ocated between S and R (stub resol ver
and recursive), or between R and A (recursive and authoritative),
whi ch do not play a primary role in the DNS protocol. Per the
term nol ogy of [RFC6973], forwarders are Internediaries.

4.2. System Setup - Putting It Toget her

Eval uating various privacy protection nechanisns in relation to
nmonitors such as the pervasive nonitors defined next requires
understanding links in the System setup. W define the follow ng
links. In relation to [RFC7/258] these are the attack surface where a
nmoni tor (eavesdropper) collects sets of query information.

o0 Stub -> Recursive (S-R): a link between the stub resolver and a
recursive resolver. At the tinme of witing, the scope of DPRI VE
Wor ki ng Group privacy nechanisns is supposed to be limted to SR

0 Stub -> Proxy (S-P): a link between the stub resolver and a
forwarder/ proxy. The intended function of this link may be
difficult to analyze.

o Proxy -> Recursive (P-R): a link between a proxy and a recursive
server.

0 Recursive -> Authoritative (R A): a link between a recursive and

an authoritative name server. Although at the tinme of witing,
R-Ais not in the DPRIVE scope, we touch on it in evaluations.
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Rat her than notating in systemsetup that an entity is conprom sed,
this is covered in the nonitor nodel in Section 6, which has system
el enents as paraneters.

In the System Setup, there is a possibility that S and R exist on a
singl e machi ne. The concept of the Unlucky Few relates S and Rin
this case. A nonitor can nonitor R-A and find the query traffic of
the initiator individual. The same concept applies in the case where
a recursive is serving a relatively small nunber of individuals. The
query traffic of a subject group or organization (c.f. Subject in
the definitions) is obtained by the nonitor who nonitors this

system s R A

Because RRA is not in the DPRIVE scope, it is for future work to

exam ne the Unl ucky Few circunstance fully. The general system setup
is that PIl, the individual’s private identifying information, is not
sent on RA and is not seen by authoritative nane server.

There coul d be one or nore proxies between the stub resolver and a
recursive. Froma functionality point of view they can all be
consolidated into a single proxy without affecting the system view,
however, the behavior of such proxies may affect the size and shape
of the attack surface. However, we believe that an additi onal
treatment is needed for this case and it is not included in the

di scussi on.

We al so do not include in discussion proxies that exist along R A,
between a recursive and an authoritative name server. W do so in
respect for the DPRIVE charter’s scope at this tine. According to
recent work at [openresolverproject.org], there may be nultiple
intermediaries wth poorly defined behavior.

The system setup here | eaves out other realistic considerations for
sinplicity, such as the inpact of shared caches in DNS entities.

5. Ri sk Mbdel

The Definitions section defines observer, attack and nonitor, but not
a R sk Model, which is needed to actually evaluate privacy, so this
i s now defined.

For consistency, we note that the only difference between an attacker
and an obeserver is that an attacker is an unauthorized observer wth
all the capabilities it may has. However, we also stress that for
the context of DNS privacy, the termattacker may inplicitly assune
an intent. To that end, active and passive observers are
collectively referred to as actors.
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0 R sk Mddel: a well-defined set of capabilities indicating how nmuch
i nformati on an observer (or eavesdropper) has, and in what
context, in order to reach a goal of breaching the privacy of an
i ndi vidual or subject with respect to a given privacy netric.

In this docunent we focus on two risk nodels, nanely a pervasive
nmonitor and a malicious nonitor.

5.1. Risk Type-1 - Passive Pervasive Mnitor

This risk corresponds to the passive pervasive nonitoring nodel
described in [RFC7258]. This nodel relies on nonitoring capabilities
to breach the privacy of individuals fromthe DNS traffic at scale

wi t hout decimation. An actor causing this risk is capable of
eavesdroppi ng or observing traffic between two end points, including
traffic between any of the pairs of the entities described in section
2.1. Per [RFC7258], this type of actor has abilities to eavesdrop
pervasively on many |links at once, which is a powerful form of

attack. Type-1 nonitor are passive. They do not nodify traffic or
insert traffic.

5.2. Risk Type-2 - Active Mnitor

an actor with the same types of capabilities of nmonitoring |inks,
whi ch selects links in order to target specific individuals. A
Type-2 nonitor for instance mght put into place internediaries in
order to obtain traffic on specific |inks.

Note that we exclude the malicious nonitoring fromthis docunent
since, by definition, a malicious actor has an intent associated with
his actions.

5.3. Risks in the System Setup

To evaluate the privacy provided by a given nechani sm or nmechani sns
in a particular system nodel, we characterize the risk with a
tenplate with paraneters fromthe system nodel in which the risk
actor (eavesdropper or observer as nonitors) is |located. The general
tenplate is: Risk(Type, [Entities], [Links]). For exanple, the
tenplate R sk(Type-2, R, S-R) passed as a paraneter in the eval uation
of a privacy nechanismindicates a Type-2 nonitor that controls a
recursive and has the capability of eavesdropping on the |ink between
the stub and recursive resolvers. Oher risk tenplates include the
appropriate paraneterizations based on the above description of those
monitors, including nonitors that have the capabilities of nonitoring
mul tiple links and controlling nultiple pieces of infrastructure.
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6.

Privacy Mechani snms

Vari ous nmechani sms for enhancing privacy in networks are applicable
to DNS private exchange. Sone mechani sns common to privacy research
i nclude m xi ng networks, dummy traffic, and private information
retrieval techniques. Applicable protocol mechanisns include
encryption-based techni ques - encrypting the channel carrying the
queries using | PSEC [ipseca], TLS [dns-over-tls] or special - purpose
encryption [confidential-dns]. [privatedns] includes special -purpose
encryption and al so depends on a trusted service broker.

0 Mxing Networks: in this type of nechanism the initiator uses a
m xi ng network such as Tor to route the DNS queries to the
i ntended DNS server entity. A nonitor observing part of the
systemfinds it difficult to determ ne which individual sends
whi ch queries, and will not be able to tell which individual has
sent them (ideally, though it is known that attacks exist that
all ow correl ation and privacy breaches agai nst m xi ng networKks).
The privacy property is unlinkability of the queries; the
probability that two queries comng fromone exit node in the
m xi ng network belong to the sane individual is uniformanong al
t he individuals using the network.

o Dummy Traffic: a sinple mechanismin which the initiator of a DNS
request wll also generate k dummy queries and send the intended
query along with those queries. As such, the adversary will not
be able to tell which query is of interest to the initiator. For

a given k, the probability that the adversary will be able to
detect which query is interest to the initiator is equal to
1-1/(k+1). In that sense, and for the proper paraneterization of
t he protocol, the nonitor is bounded to the undetectability of the
qgueri es.

o Private Information Retrieval: a nechanismthat allows a user s to
retrieve a record r froma database DB on a server w thout
allow ng the server to learnr. A trivial solution to the problem
requires that s downl oads the entire DB and then performthe
queries locally. Wiile that provides privacy to the queries of
the user, the solution is communication inefficient at the scale
of the DNS. More sophisticated cryptographic solutions are nulti-
round, and thus reduce the comruni cati on overhead, but are stil
inefficient for the DNS.

o Query Mnimzation: a nechanismthat allows the resolver to
mnimze the anount of information it sends on behalf of a stub
resolver. A method of query minimzation is specified in
[gnane-m nimsation]. Qnanme mnimzation deprives a Type-1 risk
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7.

on R-A of information fromcorrel ating queries, unless the
i ndi vi dual s have an Unfortunate Few probl em

o NOTE: queries on R A generally do not include an identifier of the
i ndi vi dual maki ng the query, because the source address is that of
R  Wth respect R or A thenselves, they may have wel |l established
policies for respecting the sensitivity of queries they process,
while still using summary anal ysis of those queries to inprove
security, stability or their business operation.

o Encrypted Channel Mechani sns: Using these nechanisns, an initiator
has an encrypted channel with a correspondi ng enabler, so that the
queries are not avail able to eavesdroppi ng Pervasive Mnitor risk.
Exanpl es include [dns-over-tls], [ipseca], and [confidential-dns].
Dependi ng on the characteristics of the channel, various privacy
properties are ensured. For instance, undetectability of queries
is ensured for encryption-based nechani sns once the encrypted
channel is established. Unlinkability of the queries may depend
on the type of crypto-suite; it is provided as |ong as random zed
encryption i s used.

o Conposed (Miultiple) Mechanisns: the use of nmultiple mechanisns is
a likely scenario and results in varied privacy guarantees.
Consi der a hypothetical systemin which m xing networks (for
unlinkability) and random zed encryption (for undetectability) can
bot h be applied, thus providing for unobservability, a stronger
property than either of the two along. On the other hand,
consi der anot her hypothetical systemin which mxing networks are
used to reach a third party broker requiring sign-in and
aut hori zation. Depending on the risk type, this could nmean that
the m xi ng network unlinkability was cancelled out by the
linkability due to entrusting the third party with identifying
information in order to be authorized.

Privacy Eval uation

Now we turn our attention to the evaluation of privacy nmechanisns in
a standard form given the risk nodels and systemdefinitions, for
some of the exanple nmechani sns.

An eval uation takes nmultiple paraneters as input. The output of the
eval uation tenplate is based on the analysis of the individual

al gorithnms, settings, and paraneters passed to this evaluation
mechani sm

Here is the top level interface of the evaluation tenplate:
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Eval (Pri vacy_Mechani sm(param 1, param?2, ...),
System Setting(param1l, param?2, ...), Ri sk _Model (param1,
param2,...)

The output of the function is a privacy guarantee for the given
settings, expressed through defined properties such as unlinkability
and unobservability, for the specified systemand risk nodel.

7.1 Dumry Traffic Exanple

Eval (Dumry_Traffic (k=10, distribution=uniforn), System Setting([S,
P, R A, [S-P, P-R RA]), R sk_Mdel (Type-1A S-R)).

The dummy traffic mechanismis not presented as a practical
mechani sm though there’s no way to know if there are depl oynents of
this type of mechanism This exanple eval uation uses k=10 to
indicate that for every one query initiated by an individual, ten
gueries that disguise the query of interest are selected uniformy at
random from a pool of queries. |In the paraneters passed in the

eval uation function, we indicate that the privacy assurances of
interest concern the SR 1link, with a Passive Pervasive Mnitor
(Type-1A) ri sk.

Here is a tenplate format for the exanple
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Eval (Dummy_Traffic (k=10, distribution=uniform
System Setting([S, P, R A],
[SP, P-R RA]),
Ri sk_Mbdel (Type-1A, S-R)). {
Privacy_ Mechani sm{
Mechani sm name = Dummy_Traffic
Par anet er s{
Queries = 10
Query _distribution = uniform
}
System settings{
Entities = S, P, R and A
Links = SP, P-R RA

}
Ri sk_Model {
Type = Type- 1A
Conprom sed_Entities = NA
Links = SR
}
Privacy_guar ant ee
Privacy_neasure =

= undetectability
1-(1/(queries+l)).

Return Privacy_guarantee, Privacy_neasure

}

Undetectability is provided with 0.91 probability (though we know

there are other weaknesses for dummy traffic) If the threat nodel is
replaced with Type-2, so that responses to arbitrary requests can be
injected, and tracked, the undetectability probability is decreased.

7.2 M xing Network Exanple
Here is an input for a m xing network privacy nechani sm

Eval (m x (u=10, distribution=uniforn), System Setting(link=SR)
t hr eat _Model (Type-1A)).

This indicates that the nonitor resides between the stub and
resolver. Wiile queries are not undetectable, two queries are not
linkable to the sane individual; the provided guarantee is
unlinkability. For a given nunber of individuals in the m xing
network, indicated by the paranmeter u, assumng that at any tine,
traffic fromthese individuals is uniformy random the probability
that one query is comes froma given individual is (1/10=0.1). The
probability that two queries are issued by the sane initiator is
0.172 = 0.01, which represents the linkability probability. The
unlinkability probability is given as 1-0.01 = 0.99. Thus,
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(unlinkability, 0.99) < Eval (m x (u=10, distribution=uniform,
System Setting(link=S-R), R sk_Mbdel (type-1)).

W note that even if there is a Type-2 Risk in R the sanme results
hol d.

To sum up, the above exanple is represented in the follow ng
tenpl at e:

Eval (m x (u=10, distribution=uniforn,
System Setting([S, P, R A],
[SP, P-R RA]),
Ri sk_Mdel (Type-1A, S-R)). {

Privacy_Mechani sm{
Mechani sm name = mi X /1 m xi ng network
Par amet er s{
Users = 10
Query _distribution = uniform
}
System setti ngs{
Entities = S, P, R and A
Links = SP, P-R RA

}

Ri sk_Model {
Type = Type-1A
Entities = NA
Li nks = P-R

}

Privacy_guar ant ee
Privacy_neasure =

= unlinkability
1- (1/ users)”2.

Return privacy_guarantee, privacy_neasure

}
7.3 Encrypted Channel (DNS-over-TLS) Exanple

For one of the encryption-based nmechani sns, DNS-over-TLS
[dns-over-tls], we have the following tenplate (TLS paraneters are
from [ RFC5246]):
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Eval (TLS enc (SHA256, ECDSA, port 53, uniform NA),
System Setting([S, P, R A],
[S-P, P-R RA]),
Ri sk_Model (Type-1B, S-R)). {

Privacy_Mechani sm{
Mechani sm name = TLS- upgr ade- based
Par anet er s{
Users = NA
Query distribution = uniform
Hash_al gorithm = SHA256
Sig_Al gorithm = ECDSA
Port 53
}
System settings{
Entities =S, P, Rand A
Links = SP, P-R RA

}

Ri sk_Model {
Type = Type-1B
Entities = NA
Links = S-R

}

Privacy_guarantee = unlinkability, undetectability
Privacy_measure (unlinkability) 1

Privacy_neasure (undetectability) O // port 53 indicates DNS used

Return privacy_guarantee, privacy_nmeasure

This tenplate features an Active Monitor risk nodel (Type-2) in order
to show how that the nonitor mght apply extra resources to an
encrypted channel. Undetectability is an issue whether using

upgr ade- based TLS on port 53, or a port-based TLS on a dedi cated port
- both ports indicate the use of DNS. The source address of the

i ndividual is exposed in all cases. |If this were a suitably
paraneteri zed use of [ipseca], the nonitor would not be certain that
all the traffic fromS-R was DNS, and undetectability would be

hi gher .

7.4 Encrypted Channel (IPSec) Exanple
In the foll owi ng, we use the sane tenpl ate above to characterize the

encryption capabilities provided by |IPSec, as a potential nechani sms
for enabling privacy in DNS exchange.
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Eval (I PSEc_enc([...]),
System Setting([S, P, R A],
[S-P, P-R RA]),
Ri sk_Model (Type-1B, S-R)). {

Privacy_Mechani sm{
Mechani sm nane = | PSec
Par anet er s{
Users = NA
Query distribution = uniform
}
System setti ngs{
Entities =S, P, Rand A
Links = SP, P-R RA

}

Ri sk_Model {
Type = 2
Entities = NA
Li nks = S-R

}

Privacy _guarantee = unlinkability, undetectability
Privacy nmeasure (unlinkability) 1

Privacy neasure (undetectability) 1

Return privacy_guarantee, privacy_neasure

}

W note that | PSec can provide better guarantees with respect to
studi ed privacy notions. However, whether the technique itself is
wi dely depl oyable or not is worth further investigation.

7.5 QNanme M nimzation Exanple (R-A Exanple

Anal yzi ng the privacy assurances of QNane mnimzation is a non-
trivial problem given that the notions introduced in this docunent
are techniques that do not alter itens of interest. This is, the
notions of privacy as outlined above are concerned with a certain IO
that is nodified by this technique. To this end, we nodify the

af orenenti oned notions to suite this technique for anal ysis purpose
only. For exanple, we define linkability as the ability of an
adversary to link two labels of (mnimzed) queries to each other,
and relate themto original source of query. Assum ng a reasonable
use of a recursive that mnimzes queries on behalf of users, this
task is non-trivial, although quantifying the probability would
depend on the nunber of | abels in queries, the nunber of queries
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i ssued, and the nunber of users using the studied recursive. The
follow ng tenplate captures QNanme m nim zation as a tenplate

Eval (Qrame_m nim sation ([...],
System Settings([S, P, R A, [RA),
Ri sk_Model ( Type=2),
Privacy_Mechani snm{
Mechani sm nane
Par anet er s{

Q ype_used

Qnhame_m ni m sati on

NS

b
System setti ngs{
Entities =S, P, R and A
Li nks = R-A
},
Ri sk_nodel {
Type = 2
Links = R A
}
Privacy _guarantee = wunlinkability
Privacy_mneasure = anal yti cal

Return privacy_guarantee, privacy_nmeasure

}

Not e that QNane m nim zation does not solve the problemof the
privacy for a nonitoring risk between the stub and recursive.
Encrypting the channel between the recursive and the stub, utilizing
ot her techni ques such as TDNS or |PSec, can margi nalize such risk.
Furthernore, note that the risk on the |link between the recursive and
authority nane servers is always mtigated by the fact that recursive
name servers act as a m xer of queries, even when they are sent in
full to the authority name servers.

7.7 Private-DNS (S-R) Exanpl e

The tenplate for [privatedns] takes note of deploynents in which in
addition to S, Rand A there is another entity in the system the
function that authenticates the individual using S prior to
permtting an encrypted channel to be formed to Ror A If the
Private-DNS connection is wwth R, then identifiability of S as an

i ndividual may be simlar to the identifiability of S from source
address, or it may be stronger, depending on the nature of the
account information required. |If the Private-DNS connection is with
A, source address PIl is provided to A, and linkability of the
queries fromS has probability 1.
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8.

10.

11.

12.

O her eval uati on

Thi s docunment does not address a | ot of the eval uation aspects not
associated with privacy. For exanple, sonme of the nechani sms

di scussed in the working group are built of well-understood and

st andar di zed technol ogi es, whereas others use other non-standard and
| ess wi dely depl oyed techni ques. A conprehensive eval uation of such
mechani snms shoul d take into account such facts.

Security Consi derations

The purpose of this docunment is to provide nethods for those

depl oying or using DNS private exchange to assess the effectiveness
of privacy nechanisns in depriving nonitors of access to private
information. Protecting privacy is one of the dinensions of an
overal | security strategy.

It is possible for privacy-enhanci ng nechani sns to be deployed in
ways that are vulnerable to security risks, with the result of not
achieving security gains. For the purposes of privacy evaluation, it
is inmportant for the person making an evaluation to al so ensure close
attention to the content of the Security Considerations section of
each nechani sm bei ng evaluated, for instance, to ensure if TLS is
used for encryption of a |ink against surveillance, that TLS best
security practices [uta-tls-bcp] are in use.
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