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Abstract

The Multiprotocol Label Switching (MPLS) Label Switched Path (LSP)
Ping and Traceroute use the Reply Mdde field to signal the nethod to
be used in the MPLS echo reply. This docunent adds one value to the
Reply Mbdde field to indicate reverse LSP. This docunent also adds an
optional TLV which can carry ordered |ist of Reply Mde val ues.

Thi s docunment updates RFC4379.
Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 21, 2014.
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I nt roducti on

The MPLS LSP Ping, described in [ RFC4379], allows an initiator to
encode instructions (Reply Mdde) on how a responder should send the
response back to the initiator. [RFC7110] also allows the initiator
to encode a TLV (Reply Path TLV) which can instruct the responder to
use specific LSP to send the response back to the initiator. Both
approaches are powerful as they provide the ability for the initiator
to control the return path.

However, it is becomng increasingly difficult for an initiator to
select a valid return path to encode in the MPLS LSP echo request
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packets. If the initiator does not select a valid return path, the
MPLS LSP echo reply will not get back to the initiator. This results
in a false failure of MPLS LSP Ping and Traceroute operation. In an

effort to mnimze such false failures, different inplenmentations
have chosen different default return path encoding for different LSP
types and LSP operations. The problemw th inplenentations having
different default return path encoding is that the MPLS echo reply
will not work in many cases, and the default value may not be the
preferred choice by the operators.

Thi s docunent further describes the problemin Section 2, and
proposes a solution in Section 3 to mnimzes false failure scenarios
whi | e accommodat i ng operator preferences.

2. Probl em St at enent s

It is becomng increasingly difficult for inplenentations to
automatically supply a workable return path encoding for all MPLS LSP
Ping and Traceroute operations across all LSP types. There are
several factors which are contributing to this conplication

0 Sone LSPs have a control -channel, and sone do not. Sone LSPs have
a reverse LSP, and sone do not. Sone LSPs have IP reachability in
the reverse direction, and sone do not.

0 LSRs on sone LSPs can have different available return path(s).
Avai |l abl e return path(s) can depend on whether the responder is a
transit LSR or an egress LSR I n case of a bi-directional LSP,
avai l able return path(s) on transit LSRs can al so depend on
whet her LSP is conpletely co-routed, partially co-routed or
associated (i.e., LSPs in the two directions are not co-routed).

o MPLS echo request packets may incorrectly term nate on an
uni nt ended target, which can have different available return
path(s) than the intended target.

o The MPLS LSP Ping operation is expected to term nate on egress
LSR. However, the MPLS LSP Ping operation with specific TTL
val ues and MPLS LSP Traceroute operation can ternminate on both
transit LSR(s) and the egress LSR

Except for the case where the responder node does not have an IP
route back to the initiator, it is possible to use Reply Mde of
value 2 (Reply via an | Pv4/1Pv6 UDP packet) in all cases. However,
some operators are preferring control-channel and reverse LSP as
default return path if they are available, which is not always the
case.
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When specific return path encoding is supplied by users or
applications, then there are no issues in choosing the return path
encodi ng. Wen specific return path encoding is not supplied by
users or applications, then inplenentations use extra logic to
conpute, and sonetines guess, the default return path encodings. |If
a responder node receives an MPLS echo request containing return path
i nstructions which cannot be accomnmpdated due to unavailability, then
t he responder often drops such packets. This results in the
initiator not receiving the MPLS LSP echo reply packets back. This
consequence may be acceptable for failure cases (e.g., broken LSPs)
where the MPLS echo request term nated on unintended target.

However, the initiator not receiving back MPLS echo reply packets,
even when the intended target received and verified the requests, is
not desirable as false failures will be conveyed to users.

Many operators prefer sone return path(s) over others for specific
LSP types. To accommodate this, inplenentations may default to
operator preferred return path (or allow default return path to be
configured) for a specific operation. However, if the sender of MPLS
echo request knew that preferred return path will not be avail abl e at
the intended target node, then it is not very beneficial to use a
Reply Mode corresponding to preferred return path (i.e., the sender
of the MPLS echo request will not receive the MPLS echo reply in the
successful case). Wat would be beneficial, for a given operation,
is for the sender of the MPLS echo request to determ ne which return
pat h(s) can and cannot be used ahead of tine.

Thi s docunment adds one Reply Mode value to describe the reverse LSP,
and one optional TLV to describe an ordered list of reply nodes.
Based on operational needs, the TLV can describe multiple Reply Mde
values in a preferred order to allow the responder to use the first
avai |l abl e Reply Mode fromthe list. This elimnates the need for the
initiator to conmpute, or sonetines guess, the default return path
encoding. And that will result in sinplified inplenentations across
vendors, and result in inproved usability to fit operational needs.

3. Sol ution
Thi s docunment adds one reply node to indicate reverse LSP, to be used
by the MPLS LSP Ping and Traceroute. This docunent al so adds an
optional TLV which can carry ordered |ist of reply nodes.

3.1. Reply via reverse LSP
Some LSP types are capable of having related LSP in reverse
di rection, through signaling or other association mechanisns. This

docunment uses the term "Reverse LSP" to refer to the LSP in reverse
direction of such LSP types. Note that this docunent restricts the
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scope of "Reverse LSP" applicability to those reverse LSPs which are
capable and allowed to carry the I P encapsul ated MPLS echo reply.

Thi s docunment adds one Reply Mode to be used by MPLS LSP Pi ng and
Tracerout e operations.

Val ue Meani ng

TBD1 Reply via reverse LSP

MPLS echo request with TBD1L (Reply via reverse LSP) in the Reply Mde
field my be used to instruct responder to use reverse LSP to send
MPLS echo reply. Reverse LSPis in relation to the |ast FEC
specified in the Target FEC Stack TLV.

When a responder is using this Reply Mdde, transnmitting MPLS echo
reply packet MJST use | P destination address of 127/8 for |Pv4 and
0: 0: 0: 0: 0: FFFF: 7F00/ 104 for | Pv6.

3.2. Reply Mbde Order TLV

Thi s docunent al so introduces a new optional TLV to describe |ist of
Reply Mode values. The new TLV will contain one or nore Reply Mde
value(s) in preferred order. The first Reply Mbde value is the nost
preferred and the | ast Reply Mode value is the | east preferred.
Fol I owi ng rul es apply when using Reply Mdde Order TLW.

1. Reply Mode Order TLV MAY be included in MPLS echo request.
2. Reply Mode Order TLV MJUST NOT be included in MPLS echo reply.

3. Reply Mde field of MPLS echo request MJST be set to a valid
val ue when supplying Reply Mode Order TLV in transmtting MPLS
echo request. The initiator SHOULD set Reply Mdde field of MPLS
echo request to a value that corresponds to a return path which
nost likely to be available, in case responder does not
understand the Reply Mdde Order TLV.

4. |f a responder node understands the Reply Mbde Order TLV and the
TLV is valid, then the responder MJST consi der Reply Mde val ues
described in the TLV and MJST NOT use the val ue described in the
Reply Mode field of received MPLS echo request.

5. If a responder node understands the Reply Mdde Order TLV but the
TLV is not valid (due to conditions listed below), then the
responder MUST only use the val ue described in the Reply Mde
field of received MPLS echo request.
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4.

4.

4.

6. Reply Mbde Order TLV MUST contain at | east one Reply Mde val ue,
and SHOULD contain at | east two Reply Mde val ues.

7. A Reply Mde val ue MUST NOT be repeated (i.e. MJST NOT appear
multiple tinmes) in the Reply Mdde Order TLV.

8. Reply Mbde value 1 (Do not reply) SHOULD NOT be used in the Reply
Mode Order TLV.

The responding node is to select the first available return path in
this TLV. Reply Mde val ue corresponding to selected return path
MUST be set in Reply Mdde field of MPLS echo reply to comunicate
back to the initiator which return path was chosen

The format of the TLV is as foll ows:

0 1 2 3
012345678901234567890123456738901

T i S T o S S S i S s i S N S S
| Reply Mode Order TLV Type | Lengt h |
B I il aihs S I I T i ot S S S Y S S S S it o
| Reply node 1 | Reply node 2 | Reply node 3 | Reply node 4

i I S el s T S s S S S S

Figure 1 Reply Mode Order TLV

This is a variable length optional TLV. Each Reply Mdde field is 1
octet.

Rel ations to Other LSP Ping/ Trace Features
1. Reply Path TLV

[ RFC7110] defines a new Reply Mdde (5 - Reply via Specified Path).
This Reply Mdde specified in MPLS echo request indicates that MPLS
echo reply be sent on one specific path described by the Reply Path
TLV. The Flags field of the Reply Path TLV can indicate B
(Bidirectional) bit to describe reverse direction of the tested
bidirectional LSP. However, it is desired to have a new Reply Mode
(TBD1 - Reply via reverse LSP) to indicate reverse direction of the
tested bidirectional LSP without requiring to include additional TLV
(i.e. Reply Path TLV). Therefore, a new Reply Mdde (TBDl1 - Reply via
reverse LSP) has been added.

2. Proxy LSP Ping

The nechani smdefined in this docunent will work with Proxy LSP Ping
defined by [I-D.ietf-npls-proxy-lsp-ping]. MPLS proxy ping request
can carry a Reply Mdde value and the Reply Mode Order TLV with |i st
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of Reply Mode val ues. Proxy LSR MJUST copy both Reply Mde val ue and
the Reply Mode Order TLV into MPLS echo request. Proxy LSR, upon
recei ving MPLS echo reply, MJST copy Reply Mdde val ue into MPLS proxy
ping reply. Wth these procedures, Reply Mde used by the MPLS echo
reply sender is propagated in the Reply Mdde field to the sender of
MPLS proxy ping request.

5. Security Considerations

Beyond those specified in [ RFC4379], there are no further security
measures required.

6. | ANA Consi derations
6.1. New Reply Mde

I ANA is requested to assign one reply nodes fromthe "Reply Mde"
sub-registry within the "Ml tiprotocol Label Switching Architecture
(MPLS)" registry.

Val ue Meani ng Ref er ence

TBD1 Reply via reverse LSP t hi s docunent
6.2. New Reply Mode Order TLV

I ANA is requested to assign a new TLV type value fromthe "TLVs" sub-
registry within the "Miultiprotocol Label Switching Architecture
(MPLS)" registry, for the "Reply Mode Order TLV'.

The new TLV Type val ue shoul d be assigned fromthe range
(32768-49161) specified in [ RFC4379] section 3 that allows the TLV
type to be silently dropped if not recogni zed.

Type  Meaning Ref erence

TBD2 Reply Mbde Order TLV t hi s docunment
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