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Abstract

Thi s specification defines procedures to use Seanl ess Bidirectional
Forwar di ng Detection (BFD) in a Segnent Routing (SR) based
envi ronment .

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on Decenber 09, 2013.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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I ntroducti on

One application for Seanl ess Bidrectional Forwarding Detection (BFD)
[1-D. aki ya- bf d- seanl ess-base] is to performfull reachability
val i dations, partial reachability validations and adjacency segnent
I D verifications on a Segnment Routing (SR) based environment.

This specification defines procedures to use Seam ess BFD in a SR
based environnment.

BFD Target Identifier Types

BFD target identifier type of value 2 is used for SR Note that BFD
target identifier type of value 2, which specifies segnent routing
node segnment ID, is not tied to a specific routing protocol. If
definitions and procedures need routing protocol specifics, then IGP
specific SR types will be defined.

Reserved BFD Di scrin nators
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Wth SR technol ogy, BFD target identifier type 2 is used. BFD

di scrim nator val ues corresponding to all or subset of |ocal node
segnent I Ds are to be reserved on correspondi ng network node. Node
segnent | Ds are used as BFD discrimnators. Correspondi ng BFD

di scrimnators MJST be reserved and those BFD di scrimnators MJST NOT
be used for other BFD sessions.

Exanpl e:

o BFD Target Identifier Type 2: Node segnent | D OxO3E9AOFF naps to
BFD di scri m nat or OxO03E9AOFF.

4. BFD Target Identifier Table

Wth SR BFD target identifier type, only locally reserved BFD

di scrim nators and corresponding infornation are to be in this table.
No i nter-node comruni cati ons are needed to exchange BFD di scri m nat or
and BFD target identifier mappings.

5. Full Reachability Validations
5.1. Initiator Behavi or

Any SR network node can attenpt to performa full reachability
validation to any BFD target identifier of type 2 (node segnent |D)
on ot her network nodes, as |long as destination BFD target identifier
is provisioned to use this nechanism Transmtted BFD control packet
by the initiator is to have "your discrimnator" corresponding to
destination BFD target identifier of type 2.

Initiator is to use follow ng procedures to construct BFD control
packets to perform SR full reachability validations:

o MIST set "your discrimnator"” to target node segnent |D.
0 MJST use explicit |abel sw tching packet format described in [I-D
. aki ya- bf d- seanl ess- base] .

5.2. Responder Behavi or

To respond to received BFD control packet which was targeted to | ocal
BFD target identifier of type 2 (Segnent Routing Node Segnent |1D),
response BFD control packet is targeted to I P address taken from
received "source | P address”. Responder MJST validate obtained IP
address is in valid format (ex: not Martian address). Responder MJST
consult local routing table to ensure obtained IP address is
reachabl e. Responder MAY inpose node segment I D, corresponding to
obt ai ned | P address, on the response BFD control packet.
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6.

Partial Reachability Validations
Procedures described in [I-D. aki ya-bfd-seam ess-base] applies.
MPLS Label Verifications

Wth target identifier type 2, SR based, when a network node wants to
test an adj acency segnent |ID, then adjacency segnent |ID (l|abel value
+ EXP) being tested is encoded as |ower 23 bits of |ocal host IP
destination address. Wen passive BFD session receives a SR BFD
control packet with lower 23 bits of IP destination address non-zero,
then response will contain adjacency segnent ID (label value + EXP)
corresponding to incomng interface as |lower 23 bits of |ocal host IP
destinati on address.

Sinple ASCI1 art is provided to illustrate the MPLS | abel
verification concept on a SR networKk.

md=50/ yd=R3/ DIl P=127. . . R2R3

Active [1] - - - - -- - - > Passive
BFD < - - - - - - - - - e - - - - [2] BFD
Sessi on nd=R3/ yd=50/ DI P=127. .. R3R2 Sessi on

(adj SID RR3)->

If a response BFD control packet is received, then initiator can
concl ude that a packet has reached i ntended node correctly. Wth

i nformati on enbedded in last 23 bits of response BFD control packet
fromresponder, initiator has the ability to performfurther
verifications on how responded node received BFD control packet.

Provi si oni ng Active BFD Sessions for SR Networks

Many factors will influence how to provision active BFD sessions on
whi ch network nodes. This section provides sone provisioning
suggestions of active BFD sessions on SR networks. However, they are
only suggestions. Less provisioning of active BFD sessions nmay be
required in sonme cases, or further active BFD sessions may be
required in other cases.

Traffic engi neered segnent routing
o0 SR TE LSP has path-protection and no | ocal repairs on transit

nodes: Active BFD sessions should be instantiated on the LSP
ingress. Instantiated active BFD sessions should perform ful
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reachability validation to all node segnent IDs that are i nmedi ate
next hop of all adjacency segnent IDs used in the LSP. This
verifies that strict swi tching based on adjacency segnment IDs is
being switched to correct downstream node segnment. |If nultiple

i nks exist on one or nore of adjacency points being validated,
MPLS | abel verification technique should al so be provisioned to
ensure correct link is being traversed. Lastly, full reachability
val i dation should be perfornmed fromLSP ingress to LSP egress to
verify end-to-end reachability. Fate of the LSP is tied to al
active BFD sessions instantiated on LSP ingress.

SR TE LSP has |l ocal repairs on transit nodes: Active BFD sessions
shoul d be instantiated on each | ocal repair points, using

conbi nation of full reachability validation technique and MPLS

| abel verification technique. These active sessions are
programmed to be one of the triggers of |ocal repair procedures.
Lastly, full reachability validation should be perfornmed from LSP
ingress to LSP egress to verify end-to-end reachability, but this
shoul d be provisioned with nore relaxed failure detection count

t han ot her active BFD sessions instantiated on transit repair
points. Fate of the LSP is tied only to the active BFD session
verifying end-to-end reachability on LSP ingress.

Si ngl e node segnent | D data forwarding

0]

9.

In order to protect all data passing through | ocal network using
si ngl e node segnent | D, active BFD sessions can be instantiated on
each network edge node to verify full reachability to all other
net wor k edge nodes.

Additionally, it may be beneficial to provision active BFD
sessions on ot her network nodes (non-edge) for local repair

pur poses. These network nodes can al so instantiate active BFD
sessions to desired identifier (edge or non-edge).

Security Considerations

Sanme security considerations as [ RFC5880], [RFC5881], [ RFC5883],
[ RFC5884], [ RFC5885] and [1-D. aki ya- bf d-seam ess-base] apply to this
docunent .

10.

| ANA Consi der ati ons

None

11.
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