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Abstract

This specification defines a generic sinplified nmechanismto use
Bi di rectional Forwarding Detection (BFD) with | arge portions of
negoti ati on aspects elimnated, and to allow full and parti al
reachability validations. For MPLS based BFD, extensions to the
generic nechanismare defined for BFD to performa | evel of [|abel
verifications.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Decenber 09, 2013.
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1

I nt roducti on

Bi di recti onal Forwardi ng Detection (BFD), [RFC5880] and rel ated
docunents, has efficiently generalized the failure detection
mechani smfor nultiple protocols and applications. There are sone
i nprovenents which can be made to better fit existing technol ogies.
There are also possibility of evolving BFD to better fit new
technol ogi es. This docunent focuses on several aspects of BFD in
order to further inprove efficiency, to expand failure detection
coverage and to all ow BFD usage for w der scenari os.

o There are scenarios where only one side of the BFD, not both, is
interested in performng reachability validations. One exanple is
when static route uses BFD to validate nexthop |IP address.

Anot her exanple is when uni-directional tunnel uses BFD to
val i date reachability to egress node. Wth these scenari os,
correspondi ng BFD sessions need to be provisioned or instantiated
on target nodes but adds very mninmal value to those nodes, if
any.

o It is expected that sone MPLS technologies will require traffic
engi neered LSPs to get created dynam cally, driven by external
applications (ex: SDN). |If BFD was to performreachability
val idations on LSP prior to requested network node conmuni cati ng
back to the application of LSP readiness, then it would be
desirable for BFD to conme up fast in order to allow requesting
application to proceed. [RFC5884] can take sone tinme as BFD
sessions need to get created on both ends, egress via LSP ping,
and then session negotiations take pl ace.

o Existing BFD nechanics provides end-to-end reachability
validations well. It does not, however, allow BFD to perform
partial reachability validations: ingress to transit, transit to
transit, transit to egress.

0o [RFC5884] defines a nechanismto run BFD on exiting MPLS
technol ogies. This nechanismis very useful to performend-to-end
LSP liveliness verification check. However, this nechani sml acks
the ability to validate traversal of the intended LSP path.
Specifically when one or nore nodes along the LSP incorrectly
| abel switch the BFD packet, but it still manages to reach the
i ntended LSP egress node. Likelihood of this issue being seen
depends on depl oyed MPLS technol ogies. Wth MPLS technol ogi es
whi ch nmake use of downstream | abel allocation schene (ex: RSVP,
LDP), incomng | abel itself provides a | evel of check as a node
wi |l drop any packet containing non-self-advertised | abel as the
top label or will get delivered to unintended egress node. For
t hose MPLS technol ogies, issue wll be less likely to be seen.
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Wth MPLS technol ogi es such as Segnment Routing (SR), incom ng

| abel can often be a |abel allocated and adverti sed by a node that
is multiple downstream hops away. For such MPLS technol ogi es,
issue will be nore likely to be seen. [RFC4379] can detect such
broken LSPs, but it is often difficult to run this technol ogy at
the rate which BFD is capabl e of.

o0 A node may desire to run nultiple BFD sessions to a network
target. One such scenario is if nmultiple applications on the
systemrequired to run BFD to a sane target but with different
failure detection tine requirenents. Another scenario is to run
mul tiple instances of BFD, hosted on different parts of the system
(ex: different CPUs), to a sane network target, in order to
increase BFD failure reliability by reducing the chance of
unrel ated local fault causing BFD to declare failure.

This specification provides solutions to above aspects by defining a
generic sinplified nmechanismto use Bidirectional Forwarding
Detection (BFD) with | arge portions of negotiation aspects
elimnated, and to allow full and partial reachability validations.
For MPLS based BFD, extensions to the generic nechani smare defined
for BFD to performa | evel of |abel verifications.

The reader is expected to be famliar with the BFD, IP, MPLS and SR
t erm nol ogi es and protocol constructs.

2. Seanl ess BFD Overvi ew

Seanl ess BFD creates packet reflection points in the network. A
network node is able to send BFD control packets to these reflection
poi nts, and expect response BFD control packets. These reflection
points are called BFD target identifiers. Pseudo BFD session
instances, referred to as reflector BFD sessions, created on BFD
target identifiers are responsible for processing "ping" BFD control
packets and generating "pong" BFD control packets.

3. BFD Target ldentifier Types
Nunber of network identifiers types (ex: |IP address, segnment |ID) can
make use of this mechanism To differentiate between different
network identifier types, a value is assigned to each type.
BFD Target Identifier types:
Val ue BFD Target Identifier Type

0 Reser ved
1 I P (1 Pv4 Address and Router 1D)
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2 Segnent Routing Node Segnent |D

Note that I P based BFD from [ RFC5885] is supported by this
specification, but |IP-less based BFD is outside the scope of this
docunent .

Further identifier types to be defined as needed basis.
4. Reserved BFD Discrimnators

Al'l local network identifiers which are to participate in this
mechani sm are to have specific BFD discrimnators assigned. Assigned
BFD di scrimnators are attached to corresponding identifiers until
they are explicitly un-provisioned. BFD discrimnators used for this
mechani sm are consi dered reserved, and MJST NOT be reused for other
BFD sessi ons.

Sone exanples of network identifier to BFD discrimnator mappings:

o BFD Target Identifier Type 1. IPv4 address 1.1.1.1 maps to BFD
di scri m nator 0x01010101.

o BFD Target Identifier Type 2: Node segnent | D OxO3E800FF maps to
BFD di scri m nat or OxO3E800FF

It is possible, although foreseen to be extrenely rare, for
identifiers of different BFD target identifier types to map to sane
BFD di scrimnator. How such conflict is to be resolved is outside
the scope of this docunent.

5. BFD Target Identifier Table

Each network node is responsible for creating and naintaining a table
that contains BFD discrimnators, BFD target identifier types and BFD
target identifiers. |Intention of this table is to allow |oca
entities to performfollow ng | ookups:

o BFD discrimnator to BFD target identifier type and BFD target
identifier

o BFD target identifier type and BFD target identifier to BFD
di scri m nat or

This table MJUST contain entries for all locally reserved BFD

di scrim nators and corresponding information. This table MAY need to
contain entries from other network nodes, depending on the BFD target
identifier type.
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0. Refl ect or BFD Sessi on

Each network node MJST create one or nore reflector BFD sessions.
This reflector BFD session is a session which transmts BFD control
packets in response to received valid locally destined BFD contr ol
packets. Specifically, this reflector BFD session is to have
foll ow ng characteristics:

o Does not transmit any BFD control packets based on |ocal tiner
expiry.

o Transmts BFD control packet in response to received valid locally
destined BFD control packet.

o Capable of sending only two states: UP and ADM NDOMN.

One refl ector BFD session can be responsible for handling response to
recei ved BFD control packets targeted to all |ocal BFD target
identifiers, or fewreflector BFD sessions can each be responsible
for subset of |local BFD target identifiers. This policy is a |ocal
matter, and is outside the scope of this docunent.

In addition, a reflector BFD session MJUST be address fam |y agnostic.
Single reflector BFD session MJST be able to handl e i ncom ng BFD
control packets in |IPv4 and I Pv6, and MJUST be able to respond with
BFD control packets using sane address famly as recei ved packets.

7. Full Reachability Validations
7.1. Initiator Behavior

Any network node can attenpt to performa full reachability
validation to any BFD target identifier on other network nodes, as

| ong as destination BFD target identifier is provisioned to use this
mechanism Transmtted BFD control packet by the initiator is to
have "your discrimnator"” corresponding to destination BFD target
identifier.

A node that initiates a BFD control packet can create an active BFD
session to periodically send BFD control packet to a target, or BFD
control packet can be crafted and sent out on "as needed basis" (ex:
BFD pi ng) w thout any session presence. In both cases, a BFD

i nstance MJST have unique "ny discrimnator" value assigned. |If a
node is to create nultiple BFD instances to a sanme BFD tar get
identifier, then each instance MJST have separate "ny discrimnator”
val ues assi gned.

If BFD control packet is to be sent via IP path, then:
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7.

7.

7.

2.

2.

2.

0 Destination |IP address MJST be an | P address corresponding to
target identifier.

0o Source |IP address MJST be a |l ocal |P address.

o |IP TTL MUST be 255 for full reachability validations. Parti al
reachability validati ons MAY use smaller TTL val ue (see
Section 8).

o0 One of well-known UDP destination ports for |IP based BFD. 3784 for
si ngl ehop, 4784 for nultihop, 6784 for BFD for LAG

If BFD control packet is to be sent via explicit |abel swtching,
t hen:

o BFD control packet MJUST get inposed with a |abel stack that is
expected to reach the target node.

o MPLS TTL MUST be 255 for full reachability validations. Parti al
reachability validations MAY use smaller TTL val ue (see
Section 8).

0 Destination |IP address MJST be 127/8 for |1Pv4 and
0: 0: 0: 0: 0: FFFF: 7F00/ 104 for | Pv6.

0 Source |IP address MJST be a local |P address.

o |P TTL=1.

o Well-known UDP destination port for MPLS based BFD: 3784

Responder Behavi or

A network node which receives BFD control packets transmtted by an
initiator is referred as responder. Responder, upon reception of BFD
control packets, is to performnecessary rel evant validations

descri bed in [ RFC5880] /[ RFC5881] /[ RFC5883] / [ RFC5884] / [ RFC5885] .

1. Responder Denulti pl exing

When responder receives a BFD control packet, if "your discrimnator”
value is not one of local entries in the BFD target identifier table,
then this packet MJST NOT be considered for this mechanism [If "your
discrimnator” value is one of local entries in the BFD target
identifier table, then the packet is determined to be handl ed by a
refl ector BFD session responsible for specified BFD targeted
identifier. 1f the packet was determ ned to be processed further for
t hi s mechani sm then chosen reflector BFD session is to transmt a
response BFD control packet using procedures described in

Section 7.2.2, unless prohibited by |ocal adm nistrative or |ocal
policy reasons.

2. Refl ect or BFD Sessi on Procedures

BFD target identifier type MIST be used to determ ne further
i nformati on on how to reach back to the initiator
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In addition, destination |IP address of received BFD control packet
MUST be exam ned to determ ne how to construct response BFD control
packet to send back to the initiator

If destination |IP address of received BFD control packet is not 127/8
for 1Pv4d or 0:0:0:0:0: FFFF: 7F00/ 104 for |1Pv6, then:

o Destination |IP address MJST be copied fromreceived source IP
addr ess.

o Source | P address MJUST be copied fromreceived destination IP
address if received destination |P address is a | ocal address.
O herwi se | ocal I P address MJST be used.

o |P TTL MJUST be 255.

If destination |IP address of received BFD control packet is 127/8 for
| Pv4 or 0:0:0:0:0: FFFF: 7F00/ 104 for 1Pv6, then received IP
destination MJST be further exam ned to determ ne response transport
options. If last 23 bits of 127/8 for |Pv4 and 0:0:0: 0: 0: FFFF: 7F00/
104 for IPv6 is zero, then response SHOULD be | abel sw tched but MAY
be IP routed. If last 23 bits of 127/8 for |Pv4 and

0: 0: 0: 0: O: FFFF: 7F00/ 104 for I1Pv6 is not zero, then response SHOULD be
| abel switched and SHOULD NOT be IP routed. Description of 23 bits
is described in Section 9.

If BFD control packet response is determned to be IP routed, then:

o Destination |IP address MJST be copied fromreceived source IP
addr ess.

0 Source |IP address MJUST be a | ocal address.

o |P TTL MJUST be 255.

If BFD control packet response is determned to be | abel swtched,
t hen:

o BFD control packet MJST get | abel switched back to the initiator.
How | abel stack to be inposed on a response BFD control packet is
determned for all cases is outside the scope of this docunent.

o MPLS TTL MUST be 255.

o Destination |IP address MJST be 127/8 for |1Pv4 and
0: 0: 0: 0: 0: FFFF: 7F00/ 104 for | Pv6.

o0 Source |IP address MJUST be a | ocal | P address.

o |P TTL MJUST be 1.

Regardl ess of the response type, BFD control packet being sent by the
responder MJUST performfoll ow ng procedures:

o Copy "ny discrimnator" fromreceived "your discrimnator"”, and
"your discrimnator” fromreceived "ny discrimnator”.
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o UDP destination port MJST be sane as received UDP destination
port.

7. 3. Furt her Packet Details

Further details of BFD control packets sent by initiator (ex: active
BFD session):

o UDP destination port described in [RFC5881]/[ RFC5883] /[ RFC5884] /
[ RFC5885] .

o UDP source port as per described in [ RFC5881]/[ RFC5883] /[ RFC5884]/
[ RFC5885] .

o "ny discrimnator" assigned by |ocal node.

o "your discrimnator” corresponding to an identifier of target
node.

o "State" MIST be set to a value reflecting |ocal state.

0 "Desired Mn TX Interval"™ MJST be set to a value reflecting | ocal
desired mninumtransmt interval.

0 "Required Mn RX Interval" MJST be zero.

o "Required Mn Echo RX Interval"™ SHOULD be zero.

o "Detection Multiplier" MJUST be set to a value reflecting locally
used nul tiplier val ue.

Further details of BFD control packets sent by responder (reflector
BFD session):

o UDP destination port described in [RFC5881]/[ RFC5883] /[ RFC5884] /
[ RFC5885] .

o UDP source port as per described in [ RFC5881]/[ RFC5883] /[ RFC5884]/
[ RFC5885] .

o "ny discrimnator"” MJST be copied fromreceived "your
di scrim nator".

o "your discrimnator”™ MJST be copied fromreceived "ny
di scrim nator".

o "State" MJIST be UP or ADM NDOWN. Usage of ADM NDOMN state is
described in Section 7.6.

0 "Desired Mn TX Interval” MJST be copied fromreceived "Desired
Mn TX Interval "

0 "Required Mn RX Interval" MJST be set to a value reflecting how
many i ncom ng control packets this reflector BFD session can
handl e.

0 "Required Mn Echo RX Interval"” SHOULD be set to zero.

o "Detection Multiplier" MJUST be copied fromreceived "Detection
Mul tiplier™.

Sinple ASCI1 art is provided to illustrate the concept described so
far.
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nd=50/ yd=R2
Active [1] - - - > Reflector
BFD <- - -1]2] BFD
Session nd=R2/yd=50 Sessi on
RL ------cmmmeeee e - R -----mmme - - - R3 --------mme - - - R4
| N
[2] | nd=60/ yd=R2 BFD
| +- - - - - - - - - - - - - - 11 Ping
+ - - - - - - - - - ->(No Active)

7.4.

Di agnosti c Val ues

Di agnostic value in both directions MAY be set to a certain value, to

att
det

7.5.

0]

7.6.

Aki ya,

enpt to communicate further information to both ends. However,
ails of such are outside the scope of this specification.

Addi tional Initiator Behavior

If initiator receives valid BFD control packet in response to
transmtted BFD control packet, then initiator SHOULD concl ude
t hat packet reached intended target.

How many repeated absence of response shoul d nmake initiator
consi der | oss of reachability, and what action would be triggered
as result are outside the scope of this specification.

Addi ti onal Responder Behavi or

BFD control packets transmtted by a reflector BFD session MJST
have "Required Mn RX Interval"” set to a value which reflects how
many i ncom ng control packets this reflector BFD session can
handl e. Responder can control how fast initiators will be sending
BFD control packets to self by ensuring "Required Mn RX Interval”
refl ects a val ue based on current | oad.

If a reflector BFD session wi shes to communi cate to sone or al
initiators that nonitored BFD target identifier is "tenporary out
of service", then BFD control packets with "state" set to

ADM NDOWN are sent to those initiators. |Initiators, upon
reception of such packets, MJST NOT concl ude | oss of reachability
to corresponding BFD target identifier, and MJST back off packet
transm ssion interval to corresponding BFD target identifier an
interval no faster than 1 second.
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8. Partial Reachability Validations

Sanme nechani sm as described in "Full Reachability Validations”
section will be applied with exception of follow ng differences on
initiator.

o Wien initiator wishes to performa partial reachability validation
towards identifier X on identifier Y, nunber of hops to identifier
Y i s cal cul at ed.

o TTL value based on this calculation is used as the IP TTL or MPLS
TTL on top nost |abel, and "your discrimnator"” of transmtted BFD
control packet will carry BFD discrimnator corresponding to
target transit identifier Y.

o |Inposed | abel stack or IP destination address will continue to be
of identifier X

9. MPLS Label Verifications

This section is only applicable to MPLS based sessions using this
mechani sm

9.1. MPLS Label Verifications Mechani sm

Wth full and partial reachability validations, initiator has the
ability to determne if target identifier received the packet on any
interfaces. This section describes additional nechanismfor
initiator to determne if target identifier received the packet on a
specific interface.

So far for MPLS based sessions, this mechani sm nakes use of
destination | P address of 127/8 range for |IPv4 and of

0: 0: 0: 0: 0: FFFF: 7F00/ 104 range for IPv6, in both directions. 1In this
section, 127/8 will be used to describe the MPLS | abel verification
mechani sm  However, sanme concept is to be applied to | Pv6 range

0: 0: 0: 0: 0: FFFF: 7F00/ 104.

When a network node wi shes to perform MPLS | abel verification, BFD
control packet will have |ower 23 bits of 127/8 destination IP
address enbedded with (label value + EXP) that is used to reach
intended target identifier. Receiver of this BFD control packet, if
last 23 bits of 127/8 address is not zero, then will enbed
information reflecting how the packet was received in the | ower 23
bits of 127/8 destination IP address in the response BFD control
packet. |If responder received the BFD control packet on a non-point-
to-point interface, source MAC address MAY need to be exam ned to
determine the "RX info" to enbed in the returning packet.

Akiya, et al. Expi res Decenber 09, 2013 [ Page 11]



| nt er net - Draf t Seanl ess BFD Base June 2013

0 1 2 3
01234567890123456789012345678901
B I S I T i ai S T i i S S
| OxX7F | R| Zero or (label + EXP) or RX info |
i S S i T S i S S i SR IS SRS S S

9th bit is reserved for the tinme being and SHOULD be set to zero and
SHOULD be ignored on receipt, by both initiator and responder

Initiator receiving back a response will know that packet did reach
intended identifier. |Initiator can also look into |ower 23 bits of

| P destination address in received BFD control packet to determne if
packet sent was received by intended identifier in expected way (ex:
expected RX interface).

When (| abel + EXP) is being encoded, |abel is specified in higher 20
bits of 23 bits and EXP is specified in lower 3 bits of 23 bits.

If a response BFD control packet is received, then initiator can
concl ude that a packet has reached i ntended node correctly. Wth

i nformati on enbedded in last 23 bits of response BFD control packet
fromresponder, initiator has the ability to performfurther
verifications on how responded node received BFD control packet.

9.2. Local host Address Usage

Last 23 bits of 127/8 for |1 Pv4 and 0:0:0: 0: 0: FFFF: 7F00/ 104 for |Pv6
bei ng non-zero is the trigger for responder to enbed RX i nformation
in the response. Wen initiator is performng only reachability
validations to target identifiers, then |ast 23 bits of the |ocal host
address MUST be zero. This is to ensure unnecessary processing at
responder is elim nated.

10. Scaling Aspect

Thi s mechanismbrings forth one noticeable difference in terns of
scal i ng aspect: nunber of BFD sessions. This specification
elimnates the need for egress nodes to have fully active BFD
sessions when only side is desired to performreachability
validations. Wth introduction of reflector BFD concept, egress no
| onger is required to create any active BFD session per path/LSP
basis. Due to this, total nunber of BFD sessions in a network is
reduced.

If traditional BFD technol ogy was used on a network conprised of N

nodes, and each node nonitored M uni-directional paths/LSPs, then
total nunber of BFD sessions in such network will be:
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11.

12.

13.

14.

(((N-1) xM x 2)

Assum ng that each network node creates one refl ector BFD session to
handl e all local BFD target identifiers, then total nunber of BFD
sessions in sanme scenario wll be:

(((N-1) xM + N
Co-exi stence with Traditional BFD

Thi s nmechani sm has no i ssues being deployed with traditional BFDs
([ RFC5881] /[ RFC5883] / [ RFC5884] / [ RFC5885] ) because BFD di scrim nators
which allow this nechanismto function are explicitly reserved.

BFD Echo
BFD echo is outside the scope of this docunent.
Security Consi derations

Same security considerations as [ RFC5880], [RFC5881], [ RFC5883],
[ RFC5884] and [ RFC5885] apply to this docunent.

Additionally, inplenmenting follow ng nmeasures wll strengthen
security aspects of this mechani sm described by this docunent.

o Inplenmentations MJUST provide filtering capability based on source
| P addresses or source node segnent |Ds of received BFD control
packets: [RFC2827].

o |Inplenentations MUST NOT act on received BFD control packets
contai ning Martian addresses as source | P addresses.

o |Inplenentations MJUST ensure response target |P addresses or node
segnment | Ds are reachabl e.

| ANA Consi derations
BFD Target Identifier types:

Val ue BFD Target ldentifier Type
0 Reser ved
1 I P (1 Pv4 Address and Router 1D)
2 Segnent Routing Node Segnent |D
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