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Abstract

Thi s docunent defines the Alert Discrimnator which operates on the
Seamnl ess Bidirectional Forwarding Detection (S-BFD), and Al ert

Di scrim nator Diagnostic Codes which operates on the Alert

Di scri m nat or.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”
This Internet-Draft will expire on April 24, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents

careful ly,

as they describe your rights and restrictions with respect

to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as

descri bed i

n the Sinplified BSD License.

Tabl e of Contents

| nt roducti on

3. Alert D scrimnator

DA D

0. | ANA Consi derati ons .

7. Acknow

8. Contributing Aut ho'rs.
9. References .
9.1. Normative Ref er ences

1. .o 2
2. Extended S-BFD Use Cases . G e 2
2.1. Target S-BFD Discrimnator D scovery 3
2.2. S-BFD Path Tracing e 3

4

4. Aert Discrimnator Di agnost iC Codes Coe Coe e 4
.1. Diagnostic Code: Target S-BFD Discrim nat or Di scovery . 4

.2. Diagnostic Code: S-BFD Path Tracing . Coe 5

.3. Diagnostic Code: Not Supported 5

5. Security Considerations . Coe 6
6.1. Alert D scrimnator Diagnostic Codes Registry . 7
edgenent s C e e e e 7

7

7

8

8

9

9.2. Informative References
Aut hor s’ Addresses
1. I ntroducti on

[1-D.ietf-bfd-seam ess-base] defines the Seanm ess Bidirectional

For war di ng

Detection (S-BFD): a sinplified nmechani sm whi ch uses

Bi directional Forwarding Detection (BFD) with | arge portions of
negoti ati on aspects elim nated.

Thi s docunent defines the Alert Discrimnator which operates on the

S-BFD, and

the Alert Discrimnator Diagnostic Codes which operates on

the Alert Discrimnator, for extended S-BFD use cases described in

Section 2.

2. Ext ended S-BFD Use Cases

Thi s section descri bes extended S-BFD use cases.
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2.1. Target S-BFD Discrimnator D scovery

IS 1S ([I-Dietf-isis-sbfd-discrimnator]) and OSPF
([1-D.ietf-ospf-sbfd-discrimnator]) protocols have been extended to
advertise S-BFD discrimnator values. These extensions will suffice
for nunber of scenarios where S-BFD is used to verify the network
reachability to other network devices. Oher protocols may be
extended to support S-BFD in further scenari os.

There are, however, sone scenarios where it is desirable to have a
mechanismw thin the S-BFD protocol to discover the target S BFD
di scri m nator val ue.

o0 In sone scenarios, direct protocol conmunications are
intentionally kept mniml for reasons such as adm nistrative
policy. One such exanple is the usage of S-BFD across Aut ononous
System (AS) boundaries (i.e. inter-AS).

0 In sonme scenarios, there is no control plane which can easily
advertise S-BFD discrimnators. MLS-TP and static routes are
such exanpl es.

o0 In sone scenarios, defining and standardi zi ng protocol extensions
to advertise S-BFD discrimnator values may be nore work than the
val ue it brings.

To accommodate the two scenari os described, it is desirable to have a
mechani smwithin the S-BFD protocol to discover the target S BFD
di scri m nator val ue.

2.2. S-BFD Path Tracing

When a multi hop S-BFD session, |P based or MPLS based, determ nes a
| oss of reachability to the target entity, the responsibility of
identifying the problematic point in the paths is often left to
operators. | CWP echo request/reply (IP Ping/ Trace) [RFC0792] and
MPLS echo request/reply (LSP Ping/ Trace) [RFC4379] allow for tracing
of hops to a specific target, and these are often used by operators,
manual |y or automatically, to attenpt to isolate faults. However
when it comes to identifying the problenmatic point that caused the
S-BFD session to declare the failure, there are couple of issues.

0 Usage of non-S-BFD packets can result in them being | oad bal anced
differently along the paths, causing those packets to traverse
di fferent paths than S-BFD packets did.

o Usage of non-S-BFD packets may not identify the problematic points
which only affect specific flows (which affects S-BFD packets).
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4.

1.

O In order to isolate short lived transient issues, it is desirable
to immediately performthe task of fault isolation. |P/ MPLS Ping/
Trace inplenmentations often require nore processing overhead than
S-BFD. Usage of heavier tool to attenpt to isolate fault can
result in mssing nore instances of identifying short |ived
transi ent issues.

Al t hough the task of "fault isolation" does not belong in the BFD
S-BFD protocols, if the task of "fault isolation" can be done with
sinpl e extensions within the S-BFD protocol, the result does provide
addi tional benefit to operators.

Al ert Discrimnator

Thi s docunent reserves the value zero of the S-BFD discrimnator pool
as the Alert Discrimnator. A reflector BFD session is to nonitor

i ncom ng S-BFD packets with value zero in the "Your Discrimnator”
field. The reflector BFD session is to process the S BFD packets
according to the value specified in the received "D agnostic" field.
Procedures specific to each "Di agnostic" code are described in
Section 4.

Alert Discrimnator D agnostic Codes

This section defines the Alert Discrimnator D agnostic Codes, and
procedures for each defined code point. The Alert D scrimnator
Di agnosti ¢ Codes MJST operate on the Alert Discrimnator.
Specifically:

O Inthe direction froman SBFDI nitiator to an SBFDRefl ector, the
Alert Discrimnator Diagnostic Codes MJST only be used with "Your
Discrimnator" field set to the Alert Discrimnator.

o In the direction froman SBFDRefl ector to an SBFDI nitiator, the
Alert Discrimnator D agnostic Code MJUST only be used in a reply
S-BFD packet if received S-BFD packet contained "Your
Discrimnator" field set to the Alert D scrimnator.

Di agnosti c Code: Target S-BFD Discrimnator Discovery

The Alert Discrimnator Diagnostic Code 29 is defined for the purpose
of discovering the target S-BFD discrim nator.

Value Alert D scrimnator Diagnostic Code Nane

29 Target S-BFD Discrimnator D scovery

Akiya, et al. Expires April 24, 2015 [ Page 4]



| nt er net - Draf t S-BFD Al ert Discrinm nator Cct ober 2014

When a reflector BFD session receives an S-BFD packet containing the
Alert Discrimnator and the Alert Discrimnator D agnostic Code of
29, then the reflector BFD session SHOULD send a reply S-BFD packet.
The format and the contents of the generated reply S BFD packet MJST
follow the definition in the S-BFD protocol docunents, except for
followng fields:

o "My Discrimnator"” field MIST be set to one of |ocal S-BFD
di scrim nators.

o "D agnostic" field MIST be set to val ue 29.
4.2. Diagnostic Code: S-BFD Path Tracing

The Alert Discrimnator Diagnostic Code 30 is defined for the purpose
of S-BFD path tracing.

Value Alert Discrimnator Diagnostic Code Nane

30 S-BFD Path Trace

When a refl ector BFD session receives an S-BFD packet containing the
Alert Discrimnator and the Alert Discrimnator D agnostic Code of
30, then the reflector BFD session SHOULD send a reply S-BFD packet.
The format and the contents of the generated reply S BFD packet MJST
follow the definition in the S BFD protocol docunents, except for
following fields:

o "My Discrimnator" field MIST be set to zero.
o "Diagnostic" field MIST be set to val ue 30.

4.3. Diagnostic Code: Not Supported
The Alert Discrimnator Diagnostic Code 31 is defined for a reflector
BFD session to communi cate, in reply S-BFD packet, that specified
Alert D scrimnator D agnostic Code in received S BFD packet is not
understood or is not supported.

Value Alert Discrimnator Diagnostic Code Name

31 Not Supported

When a reflector BFD session receives an S-BFD packet containing the
Alert Discrimnator and an Alert Discrimnator Diagnostic Code which
i s not understood or supported by the reflector BFD session, then the
refl ector BFD session SHOULD send a reply S BFD packet. The format
and the contents of the generated reply S-BFD packet MJST follow the
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definition in the S-BFD protocol docunents, except for follow ng
fields:

o "My Discrimnator"” field MJST be set to zero.
o "D agnostic" field MIST be set to val ue 31.

Note that in the direction froman SBFDInitiator to an SBFDRef| ect or
the Alert Discrimnator Diagnostic Code 31 MJUST NOT be used. If a
refl ector BFD session receives an S-BFD packet with the Al ert
Discrimnator and the Alert Discrimnator D agnostic Code 31, then
the reflector BFD session MJST drop the packet.

5. Security Considerations

Conceptually the Alert Discrimnator is simlar to an | P Router Alert
Option or an MPLS Router Alert Label. The Alert D scrimnator

i ntroduces a way which renote network devices can instruct a

refl ector BFD sessions to perform specific tasks corresponding to
specified Alert Discrimnator D agnostic Codes, and w thout renote
net wor k devi ces knowi ng a valid S-BFD discrimnator on the target
device. Hence, it is very critical that reflector BFD session
services the Alert Discrimnator only fromtrusted sources and for
all owed Alert Diagnostic Codes for those sources. Therefore, this
docunment RECOMVENDS foll owi ng security procedures to be inpl enented:

0 S-BFD packets with Alert Discrimnator is accepted only from
trusted sources. An inplenmentation SHOULD provide a nmechani smfor
operators to specify an access-list to describe the trusted
sour ces.

0 An inplenentation SHOULD provide a nmechani smfor operators to
specify the Alert Discrimnator D agnostic Codes which are
supported on the device. |If required, such configuration should
be set per a trusted source.

Additionally, it is RECOVMENDED that inplenentations supporting the
Alert Discrimnator considers the security considerations described
in[l-D.ietf-bfd-seanl ess-base], [I-D.ietf-bfd-seamn ess-ip] and
[1-D. aki ya- bf d- seam ess-sr] docunents.

6. | ANA Consi derations
Thi s docunent requests IANA to create a new registry within
[ ANA- BFD] protocol to maintain "Alert Discrimnator D agnostic

Codes" field. Initial values are described in i medi ate sub-section
to foll ow
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9.

Alert Discrimnator Diagnostic Codes Registry

S-BFD Al ert

Di scri m nat or

Cct ober 2014

The 1 ANA is requested to create and naintain a registry entitled
“"Alert Discrimnator Diagnhostic Codes" with the follow ng

regi stration procedures:

Regi stry Name: Alert

Value Alert D scrim nator

0-7 Experi nental
8-28 Reserved

29 Target S-BFD Discrim nator

30 S-BFD Path Trace
31 Not Supported

Assignnents of Alert Discrimnator

Action [ RFC5226] .
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